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Executive Summary
Privacy is notoriously nebulous. Yet, many believe that privacy has clear, key contours
that address distinct concerns. This Report aims to systemically analyze privacy contours in the
specific context of those paediatric biobanks created and used for research purposes, which
serve to acquire scientific and medical knowledge for the benefit of children’s (and society’s)
health and development.

This Report also intends to demonstrate that protecting personal

information privacy in the context of paediatric biobanks is an exigent endeavour compounded by
constitutional parameters, fractured societal discourse and complex, mismatching and incomplete
legislation and guidance.
Paediatric biobanks are rapidly evolving in terms of governance structures, participant
population size, typology, geographic distribution and field(s) of study. Ensuring that personal
information is sufficiently protected by way of legislation is challenged by such burgeoning,
evolving expansion and rapid advances in technology. One particular field of evolution is that of
genetics and genomics; much discussion in the Report will focus on this since many paediatric
biobanks store and use genetic data and samples.
Despite these various challenges and exigencies, it remains the goal of the Report to
illuminate the main privacy issues and offer a rich discussion on the ethical and legal interplay of
paediatric privacy protection in this changing landscape.
The Report examines privacy and confidentiality of paediatric biobanks from three
different perspectives: the operation of current Canadian and International paediatric biobanks,
Canadian privacy legislation and its applicability to paediatric biobanks, and ethical norms. Note
that the discussion in this Report excludes tissue legislation in Canada. Part I of this Report will

Privacy in Canadian Paediatric Biobanks: A Changing Landscape

discuss the methodology and rationale for our exploration of seven biobanks, various national
and international ethical norms, and Canadian privacy legislation. Part II will discuss the biobank
framework, inside and outside Canada.

In particular, it will explain the general structure of

biobanks and the various typologies, as well as the context of the specific biobanks that we have
analyzed and our reasons for choosing them.

Part III will explore the legislative privacy

framework in Canada and focus on its applicability to biobanks. Part IV will consider in depth
three particular policy issues framing the current privacy landscape in paediatric biobanks: 1) the
use and transfer of the child’s data and samples, 2) the risks of unauthorized access by third
parties, and 3) the nature (i.e. characteristics and dimensions) of the shared relationship between
the child, the parents and the researcher. Within each issue will be an inter-woven examination
of the ethical, legal and biobank practice dimensions that affect the processes and outcomes of
paediatric biobanking and privacy protection.
This Report demonstrates that legislation, ethical norms and biobank practices are
inconsistent when it comes to the privacy and confidentiality of paediatric biobank participants.
Legislation cannot solve all of the potential risks to children, as is noted in the Report
recommendations. However, this Report shows that researchers and institutions that establish
biobanks will, in the absence of specific legal and ethical guidance, act on the limited guidance
available, with disparate results.
This Report’s recommendations are that the OPC should consider the following:
1. All jurisdictions should incorporate in relevant privacy legislation (e.g. health information
privacy statutes if applicable, otherwise private/public sector privacy statutes)
proportionality-based provisions for decision-making in paediatric research, such as the
determination of competency and assent, consistent with current law and the Tri-Council

Policy Statement.
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2. Privacy legislation must be reactive but also prospective.
3. Privacy legislation should be harmonized across Canada.
4. Privacy legislation should allow federal and provincial privacy commissioners to play an
integral part in the regulatory framework for biobanks created for research.

Privacy

commissioners should incorporate in their regulatory scrutiny a bottom-up approach
through ongoing dialogue with REBs and the broader biobanking community.
5. The OPC should work with the broader biobanking community on developing a welldefined conceptual framework across the general typology of biobanks.

6. The OPC should work to foster greater public education and awareness of biobanks and
privacy issues.
7. The OPC should specify in privacy legislation that genetic information and biological
materials are considered personal health data.
8. The OPC should provide clear penalties and sanctioning and enforcement powers for
privacy violations disclosing personal or health information.
9. The OPC should prepare a web-based, open access federally-administered database of
all Canadian biobanks.

10. The OPC should push for the development of more detailed professional Codes of
Conduct that deal with specific paediatric biobank issues.

1

Introduction
Privacy is notoriously nebulous. It has been described as a “chameleon-like word”, 1
“protean”, 2 a “haystack in a hurricane”, 3 and a “broad and somewhat evanescent concept.” 4 Yet
within this theoretical fog, many believe that privacy has clear, key contours that address distinct
concerns. For example, one legal scholar calls privacy a “state of affairs” which contains an
informational and spatial component. 5 Another scholar defines privacy as “a set of protections
from a plurality of problems that all resemble each other, yet not in the same way”. 6 Four privacy
dimensions have been identified: (1) informational privacy concerns about access to personal
information; (2) physical privacy concerns about access to persons and personal spaces; (3)
decisional privacy concerns about governmental and other third-party interference with personal
choices; and (4) proprietary privacy concerns about the appropriation and ownership of interests
in human personality. 7

Our Report aims to penetrate the conceptual haze and systemically

analyze all of these privacy contours in the specific context of paediatric biobanks created and
used for research purposes, serving to acquire scientific and medical knowledge for the benefit of
children’s (and society’s) health and development. 8
However, our Report also intends to demonstrate that protecting personal information
privacy in the context of paediatric biobanks is an exigent endeavour compounded by
constitutional parameters, fractured societal discourse and complex, mismatching and incomplete
legislation and guidance. There are several possible explanations for this. For example, there
are certain constitutional constraints in Canada that complicate the ability to enact legislative
rules on paediatric biobanking. Specifically, civil rights and health are provincial matters. 9 While
Canada’s National DNA Bank is federally regulated because criminal law is constitutionally a
federal matter, 10 paediatric biobanks largely revolve around (provincial) health matters, even if
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they are national in scope. The recent Supreme Court reference decision on the Assisted Human

Reproduction Act

11

demonstrates that attempts by the federal government to address concerns

that are health legislation in pith and substance could well be ruled unconstitutional. Thus, the
development of pan-Canadian paediatric biobank privacy legislation would face an uphill battle.
Consequently, reliance by stakeholders on soft law ethical norms and guidelines, professional
codes of conduct, and provincial health and privacy laws will likely continue.
Another explanation is that views on biobanking that place less weight on a selfdetermination privacy frame (i.e. autonomy, respect for persons, and deontology) and more on a
“benign stewardship” 12 frame (i.e. data protection safeguards, public good, consequentialism, and
beneficence) may emphasize the need for protocols to safeguard information in general, rather
than the need for children to have more rights regarding the control over their personal
information and samples. Moreover, differing views as to the proper balance between privacy
and the sharing of data and samples make the formulation of a broadly accepted biobank
governance structure a challenging undertaking.
Finally, paediatric biobanks are rapidly evolving in terms of governance structures,
participant population size, typology, geographic distribution and field(s) of study. Ensuring that
personal information is sufficiently protected by way of legislation is challenged by such
burgeoning, evolving expansion and rapid advances in technology. One particular field of
evolution is that of genetics and genomics; some discussion in our Report will focus on this since
many paediatric biobanks store and use genetic data and samples.
Despite these various challenges and exigencies, it remains the goal of our Report to
illuminate the main privacy issues and offer a rich discussion on the ethical and legal interplay of
paediatric privacy protection in this changing landscape.
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Part I of this Report will discuss the methodology and rationale for our exploration of
seven biobanks, various national and international ethical norms, and Canadian privacy
legislation. Part II will discuss the biobank framework, inside and outside Canada. In particular, it
will explain the general structure of biobanks and the various typologies, as well as the context of
the specific biobanks that we have analyzed and our reasons for choosing them. Part III will
explore the legislative privacy framework in Canada and focus on its applicability to biobanks.
Part IV will consider in depth three particular policy issues framing the current privacy landscape
in paediatric biobanks: 1) the use and transfer of the child’s data and samples, 2) the risks of
unauthorized access by third parties, and 3) the nature (i.e. characteristics and dimensions) of the
shared relationship between the child, the parents and the researcher. Within each issue will be
an inter-woven examination of the ethical, legal and biobank practice dimensions that affect the
processes and outcomes of paediatric biobanking and privacy protection. Finally, this Report will
conclude with recommendations to confront the possible gaps and shortcomings in the current
Canadian privacy framework.
A key objective is to assess whether the findings from the paediatric biobank case studies
echo the guidance contained in national and international ethical norms (though certain gaps are
noted); whether there are privacy legislation limits to the effectiveness and regulatory oversight
needed to adequately protect children’s privacy in paediatric biobanks; and how to foster public
trust in future paediatric research using biobanks.
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1. Methodology and Rationale
Our Report explores the privacy landscape in paediatric biobanks by focusing on three
dimensions: legal, ethical and biobank policy. For each dimension, we used a common template
which extracted the following information on eight topics, where applicable, deemed relevant to
privacy and confidentiality:
•

assent or consent of the child;

•

potential risks/benefits;

•

return of individual results to the parents and/or child (including incidental
findings);

•

length of storage of data and samples;

•

access by child and/or parents to data and samples;

•

transfer of data and samples/secondary use;

•

right of withdrawal; and

•

handling of privacy and confidentiality/protection against unauthorized access by
third parties.

In line with our definition of paediatric biobank (see Subsection 2.2), for this Report we
identified biobanks constructed for research purposes. To capture the diversity of paediatric
biobanks in Canada and internationally, we developed a purposive sampling frame that included,
among other characteristics, biobanks from various countries (Canada, United States, England,
Denmark) and venues (e.g. hospital, academic or research institution, governmental institution),
and which differed by length of biological sample and data collection timeline (e.g. pregnancy,
birth until two years, age 1 until 11, or indefinite), type (population-based and disease-based),
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and nature (comprises mother and child or family “trio” with father included). Table 2 summarizes
the diversity of characteristics.
The sample consists of seven publicly funded biobanks: 1) CHILD (Canada); 2) Étude 3D (Canada); 3) FORGE Canada (Canada); 4) National Children’s Study (NCS) (United States); 5)
Gopher Kids Study (United States); 6) ALSPAC (United Kingdom); and 7) COPSAC (Denmark).
Most information was obtained from one or more sources: 1) policies listed on each biobank’s or
regulator’s (e.g. data protection authority) website; 2) consent forms; and 3) personal
correspondence with the biobank researchers, ethicists and administrators.
This Report also examines ethical norms from Canadian and international sources in Part
IV. Although Canada is a signatory to many of the international documents cited, reference to
documents from other countries or organizations that are not controlling in Canada, such as the

OECD Guidelines for Human Biobanks and Genetic Research Databases (hereinafter HBGRD
Guidelines), is done for the sake of comprehensiveness and to demonstrate trends in ethical
guidance. Ethical norms were identified using the HumGen database, a repository of Canadian,
national and international ethics and genetic policy documents, 13 and internet searches on
international medical and research organization websites. Those norms most relevant to privacy
and confidentiality in biobank research were retained.

Appendix 1 contains summaries of

relevant provisions from Canadian and international ethics policy documents.
Finally, this Report examines Canadian federal, provincial and territorial privacy
legislation. This legislation was located though searches on Westlaw, LexisNexis and provincial
and federal websites. We also used A Compendium of Canadian Legislation Respecting the

Protection of Personal Information in Health Research, 14 developed by the Canadian Institutes of
Health Research (CIHR) and last updated in 2005, as a base-point reference.
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2. The Biobank Framework
2.1. Exploring the Biobank Typology
As illustrated by Table 1 below, there is an open-end typology in the rich tapestry of
biobanks. 15 For example, biobanks can differ on population types (e.g. patients or unaffected
individuals, specific or general community), the nature and size of the biological samples included
(e.g. blood, tissue, urine), the data included (e.g. genetic, health, genealogical, lifestyle), the
context of collection (e.g. clinical, research), the form of storage and handling, the level of data
security (coded, anonymized, anonymous), the underlying scientific purpose (e.g. association
studies, genetic epidemiology, pharmacogenomics), the primary financial support (public, private
or public-private), and the source of the biobank (e.g. hospital, government, industry). Biobanks
can also be created de novo or by converting pre-existing collections of biological samples and
associated data into a biobank. 16
Table 1: General Typology of Biobanks
Classification
Nature of Biobank
Type of Biobank
Size and Scope

Nature of Biological Samples

Type of Data

Purpose of Collection

Period of Storage
Level of Data Security
Funding
Venue of Biobank

*

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Characteristics (open-ended)
De novo (prospective)
Retrospective collection of biological samples and associated data
Population-based
Disease-based
Small-scale/Large-scale
Specific community/communities
Regional
National
International
Blood
DNA
Tissues
Urine
Saliva
Genetic
Phenotypic
Health-related
Genealogical
Lifestyle
Clinical/Pathological
Research
Public Health
Forensic *
Fixed
Indefinite
Coded
Anonymized
Anonymous
Public
Private
Public-private
Hospital
Academic or research institution
Governmental institution
Industry
Foundation

Forensic biobanks will not be specifically discussed as part of this Report.
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2.2. Defining “Paediatric Biobank”
The term “paediatric biobank” must be defined in order to determine the applicable scope
of privacy laws, ethics guidelines, and the extent of our discussion in this Report.
has legal consequences for the stakeholders involved. 17

A definition

Finding a common and broadly

applicable definition has proven difficult given the diversity of biobanks, as described above. Yet,
failing to define the subject matter will change the outcome of this Report.

For example,

Canada’s forensic National DNA Bank is governed by explicit biobank legislation 18 and includes
oversight bodies and a variety of safeguards. 19 As will be discussed below, such is not the case
for research biobanks. In addition, the terms “child” or “minor”, which can be used as synonyms
for “paediatric”, must be explicated. In Canada, a minor is a person who is not an adult, nonemancipated, and is under the age of majority (18 or 19 years of age is considered the legal age
of majority, depending on the jurisdiction). 20 Where addressed, the age for consent to medical
care or to research varies across Canada, 21 and can include the “mature minor” doctrine which
focuses more on the capabilities of the minor to understand rather than a presumed age of
consent to medical care or research. It is also important to note that biobanks, paediatric or
otherwise, are often administered and funded by public bodies, including universities, hospitals,
and government departments and agencies.
For this Report, a paediatric biobank is a systematically organized and searchable

collection of data and material used for one or more research purposes. Data and material therein
comprises stored human biological material and associated information on persons who have
either (a) not yet reached the age of legal majority or otherwise acquired the ability to consent at
the time of the donation of such information of materials, or (b) not yet reached the age of
majority to consent in accordance with the law respecting consent to medical treatment or
research at the time of the donation of such information or materials.
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Before discussing the legislative dimensions of privacy in paediatric biobanks, we note at
the outset that ethical norms govern paediatric research and biobanks. For instance, the three
Canadian paediatric biobanks (Table 2) should be in conformity with the 2010 edition of the Tri-

Council Policy Statement (TCPS) guidelines governing research involving human subjects 22 and
therefore certain policies or principles not directly addressed in the consent forms may
nonetheless be covered by the TCPS. Similarly, while certain issues are not addressed in the
ALSPAC consent forms or policies, the biobank may still adhere to University of Bristol, United
Kingdom (Medical Research Council, Nuffield Council on Bioethics and the Wellcome Trust) and
European norms (e.g. the Council of Europe’s 1997 Convention on Human Rights and

Biomedicine).

2.3. An Overview of the Biobanks
The following presents a brief overview of the biobanks (Table 2).

Canadian Healthy Infant Longitudinal Development Study (CHILD)
The Canadian Healthy Infant Longitudinal Development (CHILD) Study is a national,
longitudinal, population-based birth-cohort study of 5,000 children enrolled “pre-birth” and
followed for five years. Publicly funded by the federal government in 2008 via CIHR and AllerGen
NCE Inc., the purpose of the study is to determine the roles of a range of environmental factors
and their interactions with genetic and host factors (e.g. psychosocial and immunological) in the
development of children’s health. The primary goal is to study the development of allergy and
asthma in children, but CHILD will also investigate the development of other health outcomes
(e.g. preschool wheeze, eczema, food allergy, immunologic outcomes). The consent forms vary
depending on the location of the recruitment hospital (Vancouver, Edmonton, Winnipeg and
Toronto).
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Étude 3-D/Integrated Research Network in Perinatology of Quebec and
Eastern Ontario
Approximately 5,000 families are being recruited across Québec and Eastern Ontario
(May 2010-May 2012) to participate in a CIHR-funded study (Étude 3-D - Découvrir, Développer,
Devenir) aimed at understanding the effects of perinatal events (lifestyle, heredity, nutrition,
employment, familial status, etc.) on child development. The participation of the mother, father
and future child starts from the onset of pregnancy and finishes when the child is two years old.

Finding of Rare Disease Genes in Canada (FORGE Canada)
In February 2011, the Government of Canada announced a new funding initiative to
identify the genes that cause the most challenging types of cancer and rare diseases in children,
and to find new treatments. 23 The federal government is investing $4.5 million for two projects,
one based at the Children’s Hospital of Eastern Ontario (CHEO) and the other at the University of
British Columbia (UBC).

The CHEO project will study more than seventy childhood genetic

disorders and aim to discover disease-causing genes, while the UBC project will examine the
genomes of up to six of the most challenging childhood cancers and sequence participating
patient samples using exome or whole-genome re-sequencing. Enrolment of patients will run
from June 2011 to November 2012.

National Children’s Study (NCS), USA
The National Children’s Study (NCS) will examine the effects of the environment and
genetics on the growth, development and health of children across the United States, following
them from before birth until age 21 years. With an enrolment goal of at least 100,000 families, it
is the largest long-term study of environmental and genetic influences on children’s health ever
conducted in the United States. The study is led by the Eunice Kennedy Shriver National Institute
of Child Health and Human Development of the National Institutes of Health (NIH), in
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collaboration with a consortium of federal government partners. While preliminary enrolment
began in 2009, NCS’s Main Study is targeted for April 2012 commencement.

Gopher Kids Study, USA
The University of Minnesota is conducting a study of healthy children between the ages
of 1 and 11 in order to understand how genes contribute to children’s normal health and
development. The study enrolled 841 children from 534 families through an exhibit at the 2010
Minnesota State Fair. It asked them to return for measurement and sample collection at the 2011
and 2012 State Fairs. 24

Avon Longitudinal Study of Parents and Children (ALSPAC), UK
The Avon Longitudinal Study of Parents and Children (ALSPAC), also known as Children
of the ‘90s, is a long-term prospective health research project that has been studying over 14,000
mothers enrolled during pregnancy between April 1991 and December 1992 around the Bristol
and Bath, England area.

More than 22,000 individuals (mothers, fathers, children and the

children’s offspring) are now involved in the study.

Unlike many other paediatric biobanks,

ALSPAC has never imposed a cut-off point for data collection (though it plans to stop when
children reach the age of 70). 25 As evidenced by a new data collection plan for 2011-2013, the
study, along with collaborative researchers, intends to continue collecting biological samples and
data indefinitely, creating a long-term family research tree. 26 ALSPAC receives core funding from
the Wellcome Trust and the United Kingdom’s Medical Research Council.

Copenhagen Studies on Asthma in Childhood (COPSAC), Denmark
The Copenhagen Studies on Asthma in Childhood (COPSAC) is a clinical research unit
for paediatric asthma research (birth through adolescence) that aims to develop evidence-based
prevention strategies. There were two prospective cohort studies, beginning in 2000 and 2010.
The COPSAC2000 cohort and COPSAC2010 cohort policies and guidelines analysis is limited as the
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consent forms are not available on the study website and several attempts to reach the research
unit were unsuccessful. 27
The foregoing summaries demonstrate that the paediatric biobank landscape is not
uniform. There is a range of characteristics, which as will be discussed below, reflecting varying
privacy legislation coverage, ethical norms, and biobank consent forms and policies.
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Table 2: Characteristics of the Selected Biobanks
Biobank
&
Year in Which Study
Commenced

Country

Nature of
Biobank

Type of
Biobank

Requirements for Participation

Canadian Healthy
Infant Longitudinal
Development (CHILD)
Study

Canada

Prospective
(includes
mother, and
father, if
possible)

Populationbased
(<30 weeks
into
pregnancy)

• Pregnant women over the age of 18 (19 in
Vancouver) who are less than 30 weeks into
pregnancy and planning to deliver at one of
the participating hospitals

(Ont. and Qc.)

Prospective
(includes
mother, and
father, if
possible)

Populationbased
(≥14 weeks
into
pregnancy)

• Pregnant women who are at least 14 weeks
into pregnancy and plan to deliver in one of
the participating hospitals

Canada

Prospective

Disease-based
(identifying
genes in rare
paediatric
diseases)

Prospective
(includes
mother or
women
anticipating
pregnancy,
and father, if
possible)
Prospective
(includes
mother, and
father, if
possible)

Populationbased

2008 –
Étude Découvrir,
Développer, Devenir
(Étude 3-D)

(B.C., Alta., Man.,
Ont., Qc.)
Canada

2010 –
Finding of Rare Disease
Genes in Canada
(FORGE) Canada
2011 –
National Children’s
Study
(NCS)
2009 –

(all provinces and
territories)
United States
(43 states
presently)

Gopher Kids Study

United States

2010 –

(Minnesota and
Wisconsin)

Avon Longitudinal
Study of Parents and
Children
(ALSPAC)

United Kingdom
(Avon)

1991 –
Copenhagen Studies on
Asthma in Childhood
(COPSAC)
2000 –
and
2010 –

Denmark
(greater
Copenhagen for
COPSAC2000 Cohort;
eastern Denmark
for COPSAC2010
Cohort)

• Canadian patients with a disorder that is
congenital or develops in
childhood/adolescence
• Disorder is monogenic and gene is unknown
• If condition is etiologically heterogeneous,
known genetic causes have been excluded
• Women (age 18-49) who live within preselected study location areas
• Pregnant or may become pregnant during the
recruitment period

Participants
for
Data/Biologi
cal Sample
Collection
Pregnancy 5 years

Pregnancy 2 years
(possibly
beyond, if
funding
permits)
Birth –
adulthood
(all ages)

Size

5000 families
(15,000
participants)

5700
participants

500 patients

Biological
Samples

Data

Period
of
Storage

Venue of
Biobank

Hospitals and
Academic
Institutions
(coordinating
centre at
McMaster U.)
Hospitals and
Academic
Institutions
(centred at
CHU SainteJustine)
Hospital
(CHEO)

• Blood
• Urine
• Faeces

• Genetic
• Phenotypic
• Health-related
• Lifestyle

Indefinite
(see
Table 5
for more
info)

• Cord blood
• Placenta
• Meconium
• Blood
• Urine
• Tissues (hair)
• Blood
• Saliva

• Genetic
• Phenotypic
• Health-related
• Lifestyle

Indefinite

• Genetic
• Phenotypic

Indefinite
(see
Table 5
for more
info)

Pregnancy –
21 years

100,000
families

• Cord blood
• Umbilical cord
samples
• Blood
• Urine
• Saliva

• Genetic
• Phenotypic
• Health-related
• Lifestyle

Indefinite

Government
(NIH and
Federal
Consortium)

Populationbased
(role of genes
in child’s
growth,
health, and
development)

• Children between age 1-11 at 2010 Minnesota
State Fair
• Residents of Minnesota or two metro-area
counties of Wisconsin (Pierce and St. Croix)
• Had at least one biological parent available to
donate DNA

1-11 years

534 families
(831 children)

• Saliva
• Blood
(optional)
• Nail clippings
(optional)

• Genetic
• Phenotypic
• Health-related
• Lifestyle

Indefinite

Academic
Institution
(University of
Minnesota)

Prospective
(includes
mother, and
father, if
possible)

Populationbased
(≥18 weeks
into
pregnancy)

• Mothers had to be resident in Avon while
pregnant. Date of delivery had to lie between
1st April 1991 and 31st
December 1992 inclusive.

Pregnancy –
70 years

14,000 mothers
(>22,000 total
participants as
of 2011,
including
10,000 children)

• Genetic
• Phenotypic
• Health-related
• Lifestyle

Indefinite

Academic
Institution
(University of
Bristol)

Prospective
(includes
mother)

COPSAC2000
Cohort:
Disease-based

COPSAC2000 Cohort:
• Pregnant women
• Physician’s diagnosis of asthma and need for
daily treatment of asthma after age of 7 years

COPSAC2000
Cohort:
Pregnancy –
13 years

COPSAC2000
Cohort: 411
participants

• Placenta
formalin
• Blood
• Tissues (e.g.
hair, nails)
• Urine
• Saliva
COPSAC2000
Cohort:
• Blood
• Urine
• Tissues
• Faeces

COPSAC2000 Cohort:

Indefinite

Hospital
(Copenhagen
University
Hospital)

COPSAC2010
Cohort:
Pregnancy - 3

COPSAC2010
Cohort: 800
participants

COPSAC2010
Cohort:
Populationbased

COPSAC2010 Cohort::
• Pregnant women in second trimester,
planning to deliver at collaborating sites

•
•
•
•

COPSAC2010
Cohort:
Blood
Urine
Tissues
Faeces

• Genetic
• Phenotypic
• Health-related
• Lifestyle
COPSAC2010 Cohort:
• Genetic
• Phenotypic
• Health-related
• Lifestyle
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3. The Legislative Privacy Framework
We will see that in addition to ethical norms which govern the privacy dimensions of
paediatric research and biobanks, various international legal instruments to which Canada is a
signatory acknowledge an individual’s right to privacy and confidentiality. 28 In Canada, privacy
legislation comprises various federal, provincial, and territorial statutes and regulations,
professional codes of conduct, guidelines, standards, the common law, and constitutional law.
The subsections below briefly discuss the constituent parts of the legislative privacy framework
and the applicability of this framework to paediatric biobanks.

3.1. Constitutional Protections
Respect for privacy is a constitutional principle in Canada, but there is no explicit right to
privacy in the Constitution. The development of the concept and categories of privacy interests
have been largely driven by Canadian Charter of Rights and Freedoms 29 (Canadian Charter)
cases. The generally accepted categories include personal, territorial and informational privacy. 30
Two provisions in the Canadian Charter have been interpreted as protecting a person’s privacy.
Section 7, which guarantees everyone “the right to life, liberty and security of the person”, has
been interpreted to include the right to be free of the psychological stress resulting from
unauthorized disclosure of one’s personal health information. 31 Section 8, which grants the “right
to be secure against unreasonable search or seizure”, includes the protection of an individual's
informational privacy. The Supreme Court of Canada has stated that “...what is protected by s. 8
is people, not places or things. The principal right protected by s. 8 is individual privacy, and the
provision must be purposively applied to that end.” 32
Section 52(1) of the Canadian Constitution Act, 1982 provides that the Constitution of
Canada is the supreme law of Canada and that “any law that is inconsistent with the provisions of
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the Constitution is, to the extent of the inconsistency, of no force or effect.” 33 However, there are
at least three limitations to the privacy protections it provides. First, the Canadian Charter only
applies to the Parliament and government of Canada and the legislature and government of each
province and territory. 34 Second, with regard to rights protected under sections 7 through 14 of
the Charter, section 7 states that “everyone has the right to life, liberty and security of the person
and the right not to be deprived thereof except in accordance with the principles of fundamental

justice” (emphasis added). Thus, a law could be found to be constitutional even if it deprives a
person of life, liberty, or security of the person, if it conforms to the principles of fundamental
justice. Third, section 1 of the Canadian Charter provides a limitations clause which allows the
government to legally limit an individual’s Charter rights.
Québec’s Charter of Human Rights and Freedoms 35 (Québec Charter), which applies
equally to the provincial government and private parties (although the Canadian Charter and the

Canadian Human Rights Act 36 are still applicable in Québec), also guarantees every person the
right to “respect for his private life” (Article 5) and “non-disclosure of confidential information”
(Article 9).
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3.2. Coverage of Privacy Legislation
Table 3 presents an overview of the coverage of federal and provincial privacy legislation
(e.g. PIPEDA), as well as the Canadian Charter, Québec Charter, and Civil Code of Québec.
Table 3: Coverage of Federal and Provincial Privacy Statutes in Canada
Jurisdiction

Right of
Privacy

Canada

✓

Statutory Tort

British Columbia

✓

Alberta

Protection of
Personal
Information –
Public Sector

Protection of
Personal
Information –
Private Sector

Protection of
Personal Health
Information

✓

✓

✓

✓

✓

✓

✓

✓

Saskatchewan

✓

✓

✓

Manitoba

✓

✓

✓

Ontario

✓

Québec

✓ 37

✓

✓

Nova Scotia

✓

New Brunswick

✓

Prince Edward Island

✓

Newfoundland and
Labrador
Yukon

✓

✓
✓

✓

✓
✓

✓

Northwest Territories

✓

Nunavut

✓

3.3. Federal, Provincial and Territorial Privacy Legislation
It is beyond the scope of our Report to intricately analyze the contours of each privacy
statute in the provinces and territories, but Table 4 below lists and briefly explains the relevant
privacy-related statutes currently in force in each jurisdiction.
Table 4: Privacy Legislation in Canadian Provinces and Territories
Federal

•

Privacy Act 38

Applies to more than 250 federal government departments and agencies, governing the collection, use, and
disclosure of personal information
o
A government department or agency must ensure that it has the legal authority to collect, use or disclose
personal information
Personal Information Protection and Electronic Documents Act (PIPEDA) 39
o
Establishes rules for the management of personal information by organizations that collect, use and disclose
personal information in the course of a commercial activity which takes place within a province, unless the
province has enacted legislation deemed by the Governor in Council to be “substantially similar” to the Act.
o

•

British Columbia

•

Personal Information Protection Act 40

•

Freedom of Information and Protection of Privacy Act 41

•

Privacy Act 42

•

E-Health (Personal Health Information Access and Protection Act of Privacy) Act 43

o
o

Applies to the private sector
Deemed “substantially similar” to PIPEDA

o

Applies to public bodies (e.g. governmental bodies, hospitals, universities)

o

Statute makes it a civil wrong for a person, wilfully and without a claim of right, to violate the privacy of
another person without justification

o
o

Facilitates the creation of consolidated databases of electronic personal health information (health information
banks)
Allows individuals to exercise control over disclosure of their personal health information, through the
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o
o

Alberta

Saskatchewan

•

Personal Information Protection Act 44
o
o
o

Applies to all private sector organizations, including non-profits and professional regulatory associations
Deemed “substantially similar” to PIPEDA
Does not apply to health information

o

Applies to public bodies (e.g. educational bodies, health care bodies, government departments)

o
o

Applies to custodians with respect to health information (e.g. health care facilities, regional health authorities)
Provides rules for REBs and researchers and private individuals or companies who receive personal health
information from a trustee

•

Freedom of Information and Protection of Privacy Act 45

•

Health Information Act 46

•

Freedom of Information and Protection of Privacy Act 47

•

The Health Information Protection Act 48

o
o

Applies to institutions (e.g. government departments, health professionals, health care organizations)
Does not apply to health information

o

Applies to trustees with respect to personal health information (e.g. health care facilities, universities,
government departments)
Provides rules for research ethics boards and researchers and private individuals or companies who receive
personal health information from a trustee

o

Manitoba

•

The Local Authority Freedom of Information and Protection of Privacy Act 49

•

The Privacy Act 50

o

Applies to local authorities (e.g. universities, regional health authorities, special care homes)

o

Statute makes it a civil wrong for a person, wilfully and without a claim of right, to violate the privacy of
another person without justification

•

Freedom of Information and Protection of Privacy Act 51

•

The Personal Health Information Act 52

o
o

Applies to public bodies (e.g. universities, certain hospitals, government departments)
Does not apply to personal health information

o

Applies to trustees with respect to personal health information (e.g. health care facilities, universities,
government departments)
Provides rules for research ethics boards and researchers and private individuals or companies who receive
personal health information from a trustee

o
•

The Privacy Act 53
o

Ontario

Freedom of Information and Protection of Privacy Act 54

•

Personal Health Information Protection Act, 2004 55

o

Applies to institutions (e.g. ministries, agencies, community colleges)

o

o

Applies to health information custodians and their agents, with respect to personal health information (e.g.
hospitals, health care practitioners who provide healthcare, pharmacies, medical laboratories)
Provides rules for research ethics boards and researchers and private individuals or companies who receive
personal health information from a health information custodian
Deemed “substantially similar” to PIPEDA

o

Applies to institutions (e.g. municipalities, boards of health, designated agencies)

•

Municipal Freedom of Information and Protection of Privacy Act 56

•

An Act respecting Access to documents held by public bodies and the protection of personal information 57

•

An Act respecting the protection of personal information in the private sector 58

o

Applies to public bodies (e.g. universities, CEGEPs, health care facilities)

o

Applies to persons carrying on an enterprise (e.g. health care providers in private practice, private research
companies)
Deemed “substantially similar” to PIPEDA

o

•

Act respecting health services and social services 59
o

New Brunswick

Allows the director of professional services of an institution or, if there is no such director, the executive
director, to authorize a professional to examine the record of a research participant for research purposes.
However, the authorization must be granted for a limited period and with conditions, and is contingent on the
director ascertaining that the criteria determined under section 125 of the Act respecting Access to
documents held by public bodies and the Protection of personal information are satisfied

•

Civil Code of Québec 60

•

Charter of Human Rights and Freedoms 61

o
o

Applies to all sectors and persons
Offers right to protection of privacy (Arts. 35, 37)

o
o

Applies to provincial government and private parties (other than federally regulated activities)
Guarantees every person the right to “respect for his private life” (Art. 5) and “non-disclosure of confidential
information” (Art. 9)

•

Right to Information and Protection of Privacy Act 62

•

Personal Health Information Privacy and Access Act 63

o

Applies to public bodies (e.g. government departments, school boards, regional health authorities)

o

Applies to and governs personal health information that is collected, used or disclosed by a custodian (e.g.
public bodies, health care providers, researchers conducting a research project approved in accordance with
the Act), or that is in the custody or control of a custodian
Provides rules for research ethics boards and researchers and private individuals or companies who receive
personal health information from a custodian

o
Nova Scotia

Statute makes it a civil wrong for a person to substantially, unreasonably, and without claim of right, to
violate the privacy of another person

•

o

Québec

issuance of "disclosure directives" by which the individual may request that access to his or her personal
health information be blocked
Researchers may request access to information contained in a health information bank from a data
stewardship committee, which may impose additional security and confidentiality requirements on disclosure
For health-related research, the requests are approved on the condition that the information cannot be used
for contacting an individual to participate in health research. If a researcher wishes to directly contact the
individual whose information has been disclosed, the researcher must receive approval from the Information
and Privacy Commissioner for B.C.

•

Freedom of Information and Protection of Privacy Act 64

•

Municipal Government Act 65

•

Personal Information International Disclosure Protection Act 66

o

Applies to public bodies (e.g. universities, hospitals, government departments and agencies)

o

Applies to municipalities

o
o

Applies to municipalities and public bodies and employees, officers and directors of public bodies
Makes it illegal for public bodies and municipalities to disclose information outside of Canada, or store
personal information at (or allow it to be accessed from), locations outside Canada, unless certain
circumstances exist (e.g. research purposes and only after satisfaction of certain criteria)
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Prince Edward Island

•

Freedom of Information and Protection of Privacy Act 67

Newfoundland and
Labrador

•

Access to Information and Protection of Privacy Act 68

•

Personal Health Information Act 69

o
o

o
o
•

Privacy Act 70
o

Applies to public bodies (e.g. government departments, agencies, designated education and health bodies)
Applies to all records in the custody of or under control of a public body (e.g. universities, health boards,
municipalities, government departments)

Applies to custodians of personal health information (e.g. health care professionals, provincial health
departments, the Public Health Laboratory)
Provides rules for research ethics boards and researchers and private individuals or companies who receive
personal health information from a health information custodian
Statute makes it a civil wrong for a person to substantially, unreasonably, and without claim of right, to
violate the privacy of another person

Yukon

•

Access to Information and Protection of Privacy Act 71

Northwest Territories

•

Access to Information and Protection of Privacy Act 72

Nunavut

•

Access to Information and Protection of Privacy Act 73

o
o
o

Applies to public bodies (e.g. government departments, agencies, boards)
Applies to public bodies (e.g. government departments, agencies, boards)
Applies to public bodies (e.g. government departments, agencies, boards)

3.4. Privacy Legislation and Paediatric Biobank Applicability
The most pressing matter at the intersection of children and biobanks is the existence of
structures (legal, ethical or otherwise) that ensure the protection of privacy. As the HBGRD
Guidelines make clear, particular care in this area is essential: “The operators of the HBGRD
should give careful consideration to any special issues related to the participation of vulnerable
populations or groups, and their involvement should be subject to protective conditions in
accordance with applicable law and ethical principles.” 74
Our analysis of this privacy framework indicates a lack of rationalized and harmonized
privacy coverage, which could compromise the privacy of paediatric biobank participants.
Indeed, Canadian privacy legislation reveals that its applicability to paediatric biobanks is
tenuous. Paediatric biobanks are not necessarily inconsistent with the legislation, but much of
the legislation does not contemplate the ever-evolving world of genomics and biobanking, much
less the issues particular to paediatric biobanking.

As one commentator notes, “there is no

coherent legal framework to appropriately address the health-related privacy issues that are
relevant in the context of biobanking”. 75

Because these laws were likely drafted without

paediatric biobanks in mind, their utility is incomplete for addressing substantive issues regarding
personal information protection and biobank governance.
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While most legislation applies to public bodies, regional health authorities, universities, or
other organizations, it may not cover a biobank. Much of the complexity rests in the composition
and governance of a biobank: they are structured resources often built around the collaboration of
distinct funders, donors, custodians and researchers (and potentially, one day, genomics or
pharmaceutical companies and their customers).

Indeed, some biobanks are public-private

partnerships, such as the now-completed, open source, International HapMap Project
(http://hapmap.ncbi.nlm.nih.gov/).

Further, large-scale paediatric biobanks do not so much

resemble discrete research projects as they do infrastructures, given their budget size,
management structure, and administrative support (e.g. the National Children’s Study in the
United States).

It may be that “research biobanks” are in fact complementary scientific

infrastructures to traditional discovery science. 76
There is no legislative or jurisprudential guidance on what determines whether a biobank
is a “person”, “public body”, “organization”, “institution”, or similar designation. Indeed, because a
biobank has been defined by the OECD as a “structured resource” 77 — a term unfamiliar to
Canadian privacy legislation — its very composition is uncertain, especially when analyzing the
geographic coverage and control of the biobank.

Consequently, the frequent, watertight

dichotomy between public sector or private sector privacy legislation fails to recognize current
hybrid biobank structures, which often serve as resources for future, unspecified research which
may or may not include commercial support or use. Constitutional divisions between trade and
commerce (federal jurisdiction) and healthcare and civil rights (provincial jurisdiction) also
complicate the modern, mixed picture.

Though the Personal Information Protection and

Electronic Documents Act (PIPEDA) does apply to “personal health information” that crosses
interprovincial borders, 78 it does not specifically address one of the main issues posed in our
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Report, viz. the applicability of the statute itself (or any statute) to the structure (i.e. biobank) of
that information-holding entity, rather than only to some of its contents (i.e. data and samples). 79
Unless the governance model clearly divides roles and responsibilities and creates an
unambiguous management structure, and a well-documented funding apparatus, determining
whether a paediatric biobank falls under public sector or private sector privacy legislation will
prove challenging. This challenge has not gone unnoticed by CIHR, which has remarked:
...the activities of health researchers themselves will be difficult to categorize as
either commercial or non-commercial in nature. Increasingly, academia, private
sector, voluntary charitable organizations and government are joining forces to
engage in innovative research partnerships and to transform this new knowledge
into forms which are beneficial to the population.

In an era where such

partnerships are actively encouraged, a whole spectrum of public-private
arrangements have begun to emerge. 80
This limitation is demonstrated in many statutes that apply only to “commercial activity”, “federal
government institutions” or “the legislature and government of each province”. For example, it is
unclear whether PIPEDA, a commercial activity statute, applies to a paediatric biobank stored in a
hospital or university since the paramount purpose is research-related and is not commercial in
character. Yet, the requirement by many federal funding agencies (e.g. Genome Canada 81) to
have matching funds from the private sector (or non-government organizations or provincial
governments) could involve PIPEDA. Researchers who request biological samples as part of a
commercially-funded study may in fact be participating in a commercial activity. Thus, it remains
unresolved whether researchers seeking neither profit nor commercial exploit still face PIPEDA
scrutiny.
On the other hand, health information privacy legislation at times seems applicable. For
example, it is voluntary for biobanks to register as “prescribed persons” under Ontario’s Personal
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Health Information Protection Act, 2004 (OPHIPA) in order to receive personal health information
from health information custodians. The Ontario Institute for Cancer Research’s Ontario Tumour
Bank (OTB) is a “prescribed person” under paragraph 39(1)(c) of OPHIPA. 82 As a result, the
OTB is entitled to collect, use, and disclose personal health information without consent strictly
"for the purposes of facilitating or improving the provision of health care, or that relates to the
storage or donation of body parts or bodily substances”. 83 The “prescribed person” status makes
it easier for the OTB to enrich its database with valuable follow-up information such as patient
treatment and vital statistics by linking in to other data holdings, such as those held at Cancer
Care Ontario. 84 To maintain the “prescribed person” status, the OTB is required to have policies
that describe how it collects, retains, and protects personal health information and anonymized
data, as well as circumstances under which personal health information and anonymized data
may be disclosed and to whom. Participants in the OTB fully consent to the provision of samples
and are informed of their status within OPHIPA and the intended use of the data.
Nonetheless, the legal landscape is not uniform across Canada and applicability remains
uncertain. Given the uncertainty and variant coverage, public bodies have called on legislatures
to amend current laws or create new ones that specifically address biobanks. For example, the
Fonds de la Recherche en Santé du Québec 85 (FRSQ) (since July 2011, officially the Fonds de
recherche du Québec – Santé) has recommended that “laws making provision for personal
information protection be adapted to the emerging trends in health research so that such laws
recognize the legal validity of data banks and biobanks and of research exploring themes rather
than specific hypotheses”. 86
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4. Exploring the Privacy Landscape in Paediatric Biobanks
Paediatric biobanks must navigate the rapids of socio-ethical, professional and legal
norms while simultaneously advancing knowledge in biomedical research. While some of these
norms transcend national boundaries, such as the requirement to obtain voluntary and informed
consent, others are specific and contextual, dependent on research ethics board (REB) oversight,
legislative decree, or biobank governance infrastructure. A grand challenge in the navigation of
this turbulent domain is properly addressing privacy issues that impact not only biobanks in
general, but paediatric biobanks specifically.

This Report explores the privacy landscape in

paediatric biobanks by focusing on the three issues that particularly highlight the tension between
the scientific promises of research and the ethical and legal obligations to respect privacy and
confidentiality of the child’s information: 1) the use and transfer of the child’s data and samples; 2)
the risks of unauthorized access by third parties; and 3) the nature of the shared relationship
between the child, the parents and the researcher.

4.1. Use and Transfer of the Child’s Data and Samples
Many concerns related to use and transfer of the child’s data and samples exist, even
when such use and transfer is authorized. Although the risk of misuse by authorized individuals
and institutions is not the same as those by unauthorized individuals, as discussed in Subsection
4.2 below, the act of transferring data and samples outside of the original repository ipso facto
increases risks, and raises questions of what the child or parents consented to and what effect
additional access can have on the child’s privacy and confidentiality.
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4.1.1. The Ethical Dimensions
Researchers around the world rely on access to data contained in biobanks for
multitudinous research purposes, including secondary use of the samples and data.

Ethical

norms and guidelines recognize the importance of collaboration between researchers to advance
the goals of research and avoid duplication. 87 However, to protect research participants, access
to data is often restricted in some manner, such as the requirement to obtain the informed
consent of the research subject, collaborate with the researchers linked to the underlying
research project, obtain REB approval, obtain steering or executive committee approval, and
obtain data access committee approval upon the submission of a data transfer agreement (DTA)
or material transfer agreement (MTA). 88
In Canada, the TCPS permits access to biobank data and samples by authorized third
parties, such as researchers or other institutions. In general, participants — or, in the case of
paediatric research, the participant’s parents 89 — must consent to such access or certain
conditions must be met. 90

Specific consent for each instance of access is not necessarily

required; the use of broad consent decreases the impact that such a requirement might have.
Indeed, in Québec, the FRSQ has advocated for change in provincial law to specifically permit a
general consent in order to harmonize with ethical standards and further participants’ autonomy. 91
The TCPS also briefly addresses mechanisms by which researchers and institutions can
access data and samples contained within biobanks: “…researchers may be required to apply to
the organization for permission to access biological samples, and they may be required to enter
into an agreement with the organization that sets out conditions for research access and use of
materials in the biobank.” 92 However, the TCPS does not specifically address material and data
transfer agreements, which are commonly used by biobanks.
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The Best Practices for Health Research Involving Children and Adolescents (BPHR)
provides similar details for access to paediatric data and samples. Data-sharing agreements
should be used and access “should be limited to the information needed to conduct the proposed
research efficiently.” 93 The BPHR also places responsibility for those accessing the biobank
squarely on the shoulders of the researchers or institutions responsible for the biobank. 94
Internationally, the OECD HBGRD Guidelines are perhaps the most detailed on the issue
of access to biobanks for research purposes.

Article 7 addresses access issues, such as

requirements for projects wishing to access the data or materials (including privacy and
confidentiality protections), limiting access to coded or anonymized data or samples, and the use
of access and confidentiality agreements. 95

Essentially, the biobank must have in place

numerous protection mechanisms and ensure that those wishing to access the biobank have
similar mechanisms.
Although allowing access for research purposes is generally accepted in ethical
guidance, commentators do not always agree with the extent of such activities in the paediatric
context. 96

Recent debate has centred on the time at which it is ethically permissible to

disseminate samples and data to researchers (through properly approved mechanisms). Some
commentators have distinguished between disease-based and population-based biobanks in this
regard. 97 Although disease-based biobanks should function as they currently do, i.e. permitting
researchers to access data and samples even before the child attains decision-making capacity,
population-based biobanks should not send samples outside of the jurisdiction until the child can
consent and does so. 98 However, critics of this proposition point out that policies should focus on
limiting the data shared and improving protections, rather than an outright prohibition. 99 The
commentators have countered that privacy policies of the past are no longer sufficient in the face
of technological advances that no longer guarantee anonymity. 100
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This debate demonstrates that there are genuine, potential risks to privacy that
accompany access to data and samples — especially in the absence of legislative protection,
strong security measures, and a sound biobank governance infrastructure.

Ethical norms

generally support access by third-party researchers with certain safeguards, and although the
BPHR supports access even in the paediatric context, the continuing debate over how data and
samples can remain private in a world of advancing technologies illustrates the ethical
uncertainties that remain. 101

4.1.2. The Legislative Dimensions
While informed consent is recognized as an obligation of primary importance to protect
privacy (and respect the person), its effect is detrimentally impacted by legislative gaps in
protecting access, use and transfer of data and samples.

A core obligation under privacy

legislation, such as PIPEDA, is that organizations can disclose personal information only for
purposes that a reasonable person would consider appropriate in the circumstances, 102 or, as in
the case of the federal Privacy Act, for the primary purpose for which it was collected or for
directly related secondary purposes. 103 There is currently no similar obligation applicable to the
disclosure or transfer of biological materials. This means that while privacy statutes prohibit
organizations (possibly including biobanks) from disclosing information derived from a biological
sample without the individual’s consent (subject to limited exceptions), there is no explicit
prohibition under the Act to the disclosure or transfer of the biological sample itself. This has a
profound impact on informed consent.

A biobank may face regulatory, contractual, or other

consequences for disclosing or transferring the samples without proper consent, but under
privacy legislation the transfer and use of samples is not covered (although tissue-related
legislation can require consent for the taking of tissue). A paediatric biobank’s very purpose is to
manage and distribute data and samples.

Maintaining this purpose under the backdrop of
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legislative clarity and oversight is possible. Currently, however, little privacy protection for nonconsented sample transfer is afforded through legally enforceable mechanisms.
Similarly, privacy legislation generally allows an individual (participant) to access their
information. But the legislation does not explicitly permit participants to access their biological
materials.

It may be argued that individuals need not have such access because they can

provide another sample. However, the amount of biological materials stored is limited and the
tissue may be rare (e.g. tumours). Cell lines can be made, but this is expensive. This is also
problematic in a paediatric context since a child may wish to have access to their donated
samples as they reach maturity for purposes of medical testing, diagnosis, or treatment.
Many Canadian privacy statutes, such as the federal Privacy Act, PIPEDA, and OPHIPA
combine “fair information practices” 104 or “principles” (i.e. internationally accepted principles
regarding the collection, use and disclosure of personal information) with research ethics norms
to govern the access to personal health information for research purposes. Depending on the
source, these accepted principles may not include an independent consent principle, which is
why some statutes (e.g. the federal Privacy Act) generally allow the collection of personal
information without consent, whereas others (e.g. PIPEDA) mandate consent (unless there is an
explicit exception). 105 Those statutes which do not operate on this combined fair information
practices/research ethics model nonetheless contain exceptions to consent for research
purposes. Those provinces which have personal health information protection legislation also
have particular rules governing disclosure of personal health information without the individual’s
consent. 106
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4.1.3. Biobank Practice Dimensions
Regarding the Canadian paediatric biobanks (CHILD, FORGE, and Étude 3-D), the
CHILD consent forms provide no information about secondary use by other (i.e. external)
researchers. The forms only state that, “Researchers involved in the study might be interested in
follow-up after the five year time period, and participants may be asked in the future about their
interest in participating in further studies.” 107 The FORGE consent forms state that all data and
samples will be shared with Canadian investigators who are members of the Canadian Pediatric
Genetic Disorders Sequencing Consortium (CPGDS). 108 Before such sharing, however, the data
and samples will be coded. Researchers outside of Canada may access the coded data (in a
controlled access database) and samples following the approval of the CPGDS scientific
committee and relevant REBs. 109 General research results and anonymized data (i.e. that cannot
be linked back to the patient or the patient’s child) will be available to researchers in an open
access database. 110
Researchers who wish to obtain access to data or biological materials from the Étude 3-D
study must obtain REB and Board of Principal Investigators authorizations.

Even if such

authorizations are given, further conditions may be imposed, including an obligation to obtain
specific consent for a project (from an adult for him- or herself or in a child’s stead) or the assent
of a child, and anonymization of the data or biological material before they are sent to an
investigator (rather than sending them encoded). 111 A Data/Biomaterial Transfer Agreement is
also required, which requires the researchers to, inter alia, not transmit data or biological material
to unauthorized recipients, respect the participants’ confidentiality and not attempt to reidentify
participants, and destroy all the data obtained at the end of the research and destroy or return to
the biobank any biological material that remains unused. 112
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The NCS in the United States requires that researchers wanting to use the information
(1) get certified by the National Children’s Study and the federal government; (2) receive
permission from a group of doctors, scientists, and community members (the iSMOC); (3) sign an
affidavit of nondisclosure; and (4) only disclose group results of research rather than individual
results to each participant. 113 The NCS says it will track researchers to make sure they are
keeping participants’ information safe and will regularly review ways to keep information and
samples secure. 114 The NCS data collection, processing, and access policies aim to conform to
federal regulations and guidelines regarding data confidentiality and disclosure limitation, and to
the commitment to confidentiality espoused in the informed consent form. 115 Indeed, it should be
noted that the NCS must conform to Part 46 of the U.S. Code of Federal Regulations (Protection
of Human Subjects) (the Common Rule), 116 which applies to all federally funded research
involving human subjects. The Gopher Kids Study consent form states that the child will be
contacted “when he or she turns 18 to see if we can continue storing his or her samples”. As for
secondary use of the DNA, it only states that “research that uses you and your child’s DNA might
be done a long time after they’re collected”. 117
Researchers wishing to work with ALSPAC data in the UK must submit an ALSPAC
Research Proposal Form, which includes a section setting out the rules for access and use of
ALSPAC data. The ALSPAC study team is prohibited from linking potentially identifying data
collected to the published data resource. Instead, a two-stage process is required whereby the
potentially identifying data are sent as a separate file with an identifier, but unmatched to any
other data. Researchers must then derive new variables that are less specific and could not be
used to identify an individual and return these to the study team so that they can be added to the
rest of the researchers’ data request. If the data request is novel, the study team must ask the
ALSPAC Ethics and Law Committee to review and approve the proposal. If the proposal requires
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detailed potentially identifying data, the researchers may be required to complete a DTA. 118
Similarly, research using genotype data requires a DTA between the University of Bristol and the
researchers’ host institution. Biological samples, including DNA, are provided under the terms of
a MTA. Both the DTA and MTA impose several privacy requirements on researchers. 119
Danish biobanks, such as COPSAC, must register with the Danish Data Protection
Agency, in accordance with the rules on notification and authorization in chapters 12 and 13 of
the Act on Processing of Personal Data. 120 With respect to “research biobanks” (as defined in the
Act), when the research project is completed (or material is no longer to be used for scientific
purposes), the biobank’s material must be destroyed or anonymized (i.e. irreversibly delinked). 121
“Anonymous” biological material, on the other hand, may continue to be stored and used without
further authorization from the Danish Data Protection Agency. 122 The disclosure of biological
material for use in other scientific projects may only be carried out with special authorization from
the Danish Data Protection Agency. 123 This also applies if the entire biobank is to be transferred
to another researcher or is to be used for another scientific purpose. 124
Finally, we note that the biobank consent forms, in their discussion of potential risks,
focus primarily on physical and emotional risks to participants. An important set of risks not
commonly noted in these consent forms — related to the use of and access (both authorized and
unauthorized) to information — are privacy risks.

While the consent forms do discuss the

confidentiality and security protections, they barely mention the risks of potential use or misuse of
information, if at all. This may be due to the fact that the very purpose of many biobanks is to
allow the dissemination of data and biological samples to researchers and institutions.
Table 5 illustrates the biobank practice dimensions relating to access, use and transfer.
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Table 5: Biobank Practices Relating to Access, Use and Transfer of the Child’s Data and Samples

Biobank

Access or use by child and/or parents to data and samples

Transfer of data and samples/secondary use

Length of storage of data and samples

Canadian Healthy Infant
Longitudinal Development
(CHILD) Study

• No discussion of possibility to access or use data and samples by
either parent or child, but if parent decides to withdraw from
study, parent will not be included in follow-up data collections
and study will only use data parent/child provided during study
participation

• Samples will usually be processed in a local laboratory for
long-term storage in a centralized liquid nitrogen facility,
pending determination of best methods and facilities for
analysis, and acquiring necessary funding
• Process is overseen by a Biological Samples Committee
• Data will be used for study only and will be kept as long as
required, then destroyed as required by local study centre
policies

Étude Découvrir, Développer,
Devenir
(Étude 3-D)

• No discussion of possibility to access or use data and samples by
either parent or child, but parent may request that all data and
samples provided be destroyed

Finding of Rare Disease Genes in
Canada (FORGE) Canada

• No discussion of possibility to access or use data and samples by
either parent or child, but if there is withdrawal from the study
completely, samples and data will be destroyed where possible
(already published data and already used samples cannot be
destroyed)

National Children’s Study
(NCS)

• No discussion of possibility to access or use data and samples by
either parent or child, but parent may decline to provide genetic
samples, answer questions, provide data, etc. in the study. The
parent may also request that all unused samples provided be
destroyed (but data already provided will continue to be used)

Gopher Kids Study

• No discussion of possibility to access or use data and samples by
either parent or child
• Parent can request destruction of parent’s or child’s samples at
any time

• Consent form mentions that researchers involved in study may be
interested in longer term follow-up after the five-year time period, and
parent may be asked about interest in participating in additional studies
in the future
• Data or sample-requesting individual or group of investigators must
submit a letter of request to the Director at the National Coordinating
Centre, stating: 1) purpose of the request; 2) data which are requested
as precisely as possible; 3) population for whom data are requested; 4)
use which will be made of the data including statistical approach to
analysis where appropriate; 4) how the data should be best formatted;
and 5) when the data are required
• Biobank will be resource for various researchers conducting research
on the course of pregnancy and the impacts of mother’s and father’s
health on the child’s health and development
• Authorization required
• Possibility of obligation of seeking child’s assent
• Data or biological material sent to researchers are identified with a
code
• Data/Biomaterial Transfer Agreement also required
• All coded data and samples are shared with Canadian investigators
who are members of the Canadian Pediatric Genetic Disorders
Sequencing Consortium
• Coded data and samples will be shared externally for research related
to the study of rare genetic disorders, following approval from the
Consortium scientific committee and the relevant REB
• Information from biological samples may be shared directly with
researchers or through a secure national research database. The goals
of these future studies will be similar to the goals of the NCS
• Consent form requires agreement to allow possible use of participant’s
information and samples for future studies on child and maternal
health and disease
• Independent Safety Monitoring and Oversight Committee (iSMOC) to
oversee information and samples will only be used to meet the goals of
the NCS
• No discussion (only mentions that samples will be used for research by
the head investigator and his associates, though research “might be
done a long time after they are collected”)

Avon Longitudinal Study of
Parents and Children
(ALSPAC)

• No discussion of possibility to access or use data and samples by
either parent or child, but at this point in the study, both parent
or child can withdraw (children given this right starting at age 16)

• According to original consent form, pregnant mother’s biological
materials may be used “for research purposes”
• Transfer of data and samples to external researchers is governed by a
Collaboration Policy, which requires a Research Proposal Form and may
require a Data Transfer Agreement and/or Material Transfer Agreement
• According to Danish Data Protection Agency, the transfer of data or
samples for use in other scientific projects may only be carried out with
special authorization from the Danish Data Protection Agency. This also
applies if the entire biobank is to be transferred to another researcher
or is to be used for another scientific purpose

• Indefinite

Copenhagen Studies on Asthma in
Childhood
(COPSAC)

• According to Danish Data Protection Agency, participants in a
research project do not have a right to access data about
themselves (or others) that is included in the project. Though
participants always have a right to withdraw from the project,
they do not have the right to demand that their data be handed
over or deleted, unless this is agreed upon in advance with the
researcher

• Indefinite, unless parent requests destruction

• Indefinite (data)
• DNA samples and any cell lines will be kept until the gene
for the rare genetic disease in patient’s family has been
identified and the mechanisms leading to the health issues
related to the disorder are understood
• Indefinite, unless parent (or child, after given opportunity
to consent) requests destruction

• Indefinite, unless parent requests destruction
• Study will contact child when he or she turns 18 to see if
possible to continue storing samples

• According to Danish Data Protection Agency, when the
research project is completed (or samples are no longer to
be used for scientific purposes), samples must be
destroyed or anonymized. “Anonymoys” biological
samples may continue to be stored and used without
further authorization
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4.2. Risks of Unauthorized Access by Third Parties
Risk of unauthorized access to identifiable, sensitive medical information (including
genetic information) is a traditional concern of research. Biobanks collect a substantial amount of
information on children which might be stored and used for prolonged periods — or indefinitely.
Access to data and samples by third parties (e.g. the government, employers, insurers,
educational institutions) raises particular privacy concerns since the information can be used by
them to discriminate against a child in (future) employment, insurance coverage, and education.
The increasing use of banked tissue samples and data has certainly augmented the
prospect of a breach of privacy, simply because the information, now often stored in electronic
form, is much more widely available and distributed than it once was. This holds true for both
paediatric and adult participants in biobank-based research. However, the special circumstance
of children — generally non-consenting participants in research — requires additional
consideration. What guidance do researchers have from ethical norms to protect the information
from access? How do governments across Canada limit access to sensitive health and genetic
information, and what are the consequences for a breach?

How do established paediatric

biobanks seek to prevent unauthorized access?

4.2.1. The Ethical Dimensions
A consensus exists among international and national norms that personal information
should not be disclosed to third parties unless the parents have consented to such disclosure. 125
The goal of the available ethical guidance is to encourage researchers and research entities to
address these concerns pre-emptively. To that end, over time, ethical guidance has become
more nuanced with regard to the protection of personal, identifiable information against
unauthorized access by third parties.
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International and national guidelines address the protection of participants’ personal
information collected for health research.

Internationally, protection of information against

unauthorized access is a common theme found in ethical guidance. For example, the United
Nations Educational, Scientific and Cultural Organization (UNESCO) recognizes that
Human genetic data, human proteomic data and biological samples linked to an
identifiable person should not be disclosed or made accessible to third parties, in
particular, employers, insurance companies, educational institutions and the
family, except for an important public interest reason in cases restrictively
provided for by domestic law consistent with the international law of human rights
or where the prior, free, informed and express consent of the person concerned
has been obtained provided that such consent is in accordance with domestic
law and the international law of human rights. 126
In addition, the OECD HBGRD Guidelines state that “...the operators and users of the HBGRD
should ... secure the protection of participants’ privacy and the confidentiality of data and
information”. 127 The Guidelines also provide a detailed discussion of ways in which to ensure
confidentiality and privacy of data and samples. 128 Similarly, according to the National Health
and Medical Research Council in Australia, “[t]he biobank custodian [e.g. a researcher or
institution] should ensure a robust infrastructure is in place, consisting of both hardware and
software components, so as to prevent unauthorised access to databases”. 129
Nationally, the 2005 CIHR Best Practices for Protecting Privacy in Health Research 130
suggests three categories of measures to be adopted by researchers: 1) organizational
safeguards (e.g. data sharing agreements and limited access); 2) technological measures (e.g.
data coding, password protection); and 3) physical security (e.g. secured storage facilities and
surveillance). 131 This categorization is mirrored in the second draft of the BPHR, which provides
detailed discussion of specific steps to protect paediatric privacy. 132
The TCPS provides guidance on privacy and confidentiality (chapter 5) as well as
biobank-specific guidance (chapters 12 and 13). It defines privacy as “an individual’s right to be
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free from intrusion or interference by others” 133 and confidentiality as “the obligation of an
individual or organization to safeguard entrusted information”. 134 Together, these two definitions
mean that researchers must protect entrusted information against access by unauthorized third
parties. 135 In addition, researchers must fully disclose to REBs proposed means to protect the
information, including security measures, 136 and institutions where data (and, presumably,
biological samples) are held are also responsible for establishing safeguards. 137
Finally, the TCPS contains biobank-specific provisions, requiring those who maintain
biobanks to “establish appropriate physical, administrative and technical safeguards to protect
human biological materials and any information about participants from unauthorized
handling”. 138 These provisions signify the seriousness with which the TCPS takes the potential
for unauthorized access to personal information. However, as a broadly applicable guidance
document, the TCPS does not explicate the types of security measures to be taken under each
category or how to address unauthorized access to the information contained within a biobank.
The BPHR provides more detailed information on privacy practices and risks specifically
for paediatric research. It states strongly that “researchers and members of the research team
should never disclose personal information...to a third party unless the competent child or the
incompetent child’s parents consented to such disclosure...”. 139 In addition, it provides examples
and in-depth discussion of organizational safeguards and physical and technological measures
that should be implemented to safely protect personal information. 140
Although these provisions, with the exception of the BPHR, do not apply specifically to
paediatric research, their message is universal: the privacy and confidentiality of biobank
participants must be protected against unauthorized access. The lack of detail regarding specific
methods to protect privacy is more an indication of the limitations of ethical guidance than a
failure to recognize the importance of privacy.
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4.2.2. The Legislative Dimensions
Canada’s privacy statutes generally prohibit access to personal (and possibly genetic)
information by third parties unless the person concerned consents to such access. Also, those
who are governed by these access/non-disclosure requirements are “custodians”, “public bodies”
or similar entities. New Brunswick’s Personal Health Information Privacy and Access Act, for
instance, defines “personal health information” as including “the donation by the individual of any
body part or bodily substance of the individual or is derived from the testing or examination of any
body part or bodily substance”. 141 The Act states that custodians are prohibited from disclosing
personal health information without consent, except under specified circumstances (e.g. by law,
health related purposes, health care programs, health and safety, proceedings, enforcement
purposes, research purposes, etc.). Yet, custodians “may disclose personal health information
that has been de-identified [all identifying information has been removed] for any purpose”. 142
Thus, if a child’s data or samples have been anonymized, a custodian may disclose the samples
or associated information to third parties.
However, it is unclear what happens in the context of paediatric biobanks where the
consent is provided by the parents and the child might oppose the disclosure of any personal
information. Given the uncertainty regarding privacy legislation to biobanks, their applicability to
biobank policies regarding third party access is also unclear, especially in light of consent and the
opinions of the parents and child. Indeed, most large-scale paediatric biobanks rely on private
ordering (via access/transfer agreements) to determine the scope of third party access and
sanctions for violations. However, it is uncertain whether this operates under the backdrop of
privacy legislation - wherein consent of the parent or child is required to permit disclosure - or in
spite of it, following rules developed through ethical norms.
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Applicability to biobanks aside, none of the statutes address scenarios that arise in a
paediatric context, where both parents and researchers may have a greater access to genetic
information and may disclose it to third parties, such as the child’s doctor, teacher or coach,
precisely because the parent exercises consent as a proxy for the child. Nevertheless, it should
be remembered that, internationally and nationally, ethics norms and professional codes prohibit
genetic testing in children and minors for adult onset diseases, so the risk of privacy harms is
minimized in this specific context. 143
In addition, protection against unauthorized third party access to biobanks should also be
coupled with meaningful penalties for privacy violations.
specific penalties for genetic privacy violations. 144

Some foreign jurisdictions contain

While the absence of such legislation in

Canada is not problematic in and of itself, the absence of meaningful, enforceable penalties for
privacy violations may be. This is not to say that genotypic and phenotypic data or material
contained in biobanks are exceptional, but concerns associated with them are often amplified in
comparison to other health information. For example, obtaining genetic material without properly
informed consent violates basic human dignity and autonomy and also breaches a person’s
privacy. Non-consensual disclosure of information related to the material can affect a plethora of
areas, including the child’s (future) health, kinship, parentage, relationships and employment.
Currently, privacy legislation provides only limited protection against the non-consensual
collection, retention, or disclosure of health data or biological material.

Several examples

illustrate this point. First, the legislation does not apply specifically to biological material and the
complete applicability to “genetic information” is unclear, although one legal opinion states that
biological material is indeed considered “personal information” under the Privacy Act. 145 Second,
an organization is exempt from PIPEDA if it does not collect, use or disclose personal information
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in the course of commercial activities, and it is not axiomatic that a biobank engages in
commercial activity.
Health information legislation contains penalty provisions, but they are narrowly drafted.
OPHIPA, for instance, requires that an individual seeking damages prove “actual harm” for a
breach of privacy, but only after the information and privacy commissioner has made an order, or
a person has been convicted of an offence under the legislation that has become final as the
result of there being no further right of appeal. 146 Further, damages for mental anguish are
capped at $10,000 and applicable only if the violation was wilful or reckless. 147 A person may be
fined for collecting, using or disclosing personal health information in contravention of the statute
or its regulations, but only if it is “wilful”, 148 imposing a higher evidentiary burden.
By contrast, under the Genetic Information Nondiscrimination Act

149

(GINA) in the United

States, the federal Department of Labor may sue to enforce GINA, and penalties up to $100 per
day may be imposed on health insurers, with a minimum penalty of $2,500 for de minimis,
uncorrected violations and $15,000 for significant violations. There is no cap on the penalty
amount for violations resulting from wilful neglect or intentional misconduct.

Additionally, an

aggrieved person may seek compensatory damages as well as punitive damages against an
employer if he or she demonstrates that the employer acted maliciously or with reckless
indifference to the individual’s rights. 150 However, this “genetic” legislation should be viewed in
the American context, where there is no universal health care and the law addresses primarily
health insurance and employment discrimination.
In sum, the lack of specific penalties for privacy violations concerning health data and
biological materials in the context of biobanks fails to address the potentially unique harms that
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arise from non-consensual third party collection, use, and disclosure of such information or
material.

4.2.3. Biobank Practice Dimensions
As discussed in Subsection 4.1.3. above, paediatric biobank policies and consent forms
generally disclose the measures taken to safely store and secure participants’ data.

Some

provide further measures or obligations that the biobank will undertake. The FORGE Canada
consent forms state that “Information will not be disclosed to insurance companies or
employers” 151 and that “no information that discloses your/your child’s identity will be shared or
published without your specific consent to the disclosure”. 152 The U.S. Department of Health and
Human Services gave the NCS a Certificate of Confidentiality, which means the study cannot be
forced by a court order or subpoena to disclose information that might identify participants. 153
However, there is variability in protection. For example, the Gopher Kids Study consent form
notes only the “small risk” that personal information could accidentally be released to someone
other than study staff, 154 and that “confidentiality is not absolute”. 155 No other information about
third party access risks is discussed.
Table 6 illustrates the biobank practice dimensions relating to unauthorized third party
access.
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Table 6: Biobank Practices Relating to Unauthorized Third Party Access

Biobank

Handling of privacy and confidentiality/protection against unauthorized access by third
parties

Canadian Healthy
Infant Longitudinal
Development
(CHILD) Study

• Personal data, including name of each participant, is available only to the respective local study
centre coordinators and co-PI at each site, for purposes of contacting families, and ensuring
appropriate follow-up. All other access to individual data is based on ID numbers and not names
• Multiple levels of access to CHILD data (from full access by e.g. Data Manager to extremely limited
by access by e.g. data entry personnel)
• Copies of all data sets are held at secure sites by CHILD, with backup at alternate secure sites
• Research records and medical records may be inspected in the presence of the investigator or
his/her delegate by representatives of Health Canada and the hospital’s REB for auditing purposes
• Name of participants are coded; linking key is placed under the responsibility of the project’s
principal researchers
• Research records and medical records may be inspected in the presence of the investigator or
his/her delegate by representatives of CIHR and the hospital’s REB for auditing purposes

• Consent form mentions that in rare instances it will
not be possible to ensure confidentiality because of
mandatory reporting laws

• No discussion of possibility for child’s assent

• Consent form mentions that there is a risk of
disclosure of results to third parties, which may
compromise or decrease the parent, child or family’s
chance of insurability (life, health, invalidity, etc.)

• All data and samples will be kept securely at the research facility
• Any record that identifies patient by name or initials not allowed to leave investigator’s offices
• Data and samples that will be shared with other researchers will first be coded (coded data will
also be stored in a controlled access database)
• Research records and medical records may be inspected in the presence of the investigator or
his/her delegate by representatives of Health Canada and the hospital’s REB for auditing purposes
• Code to label samples and other information
• Number code kept separate from name, address, and other personal information. Information will
be analyzed using number code
• Test results and other information kept in a secure computer database
• Samples and other information kept in secure place
• Regular safety review on ways to keep information and samples secure and private
• Certificate of Confidentiality to prevent court order or subpoena to disclose information that might
identify participant in any court
• Requirement to disclose personal information to police/social services agency if study learns
participant or someone else is harming parent, child, or others around them
• Records of study will be kept private
• All personal information kept in locked file cabinets or in password-protected computer databases,
with only staff having access
• Record is subject to review by departments at the University of Minnesota with appropriate
regulatory oversight

• No risk regarding unauthorized third party access
discussed

• IRNPQEO Databank and Bank of Biological Material
Management Policy addresses possibility of obtaining
assent of children “when they are old enough to
understand” and consent when they become adults
• Policy states that need for assent is based on maturity and
intelligence of the child
• Children age 14-18 specifically asked to provide assent (or
consent when foreseen under legislation) to participate
• Children under age 14 must have study explained to them
at a level that is appropriate and they must provide assent
to participate

• Code to label samples and other information
• Identifying data sent to external researchers as separate file with an identifier, but unmatched to
any other data; researchers must derive new variables that are less specific and could not be used
to identify an individual and return these new variables to the study team so that these new
variables can be added to the rest of researcher data request
• Data/Material Transfer Agreement requirements: (a) data stored in secure location on premises
and no unauthorized access; (b) no third party data transfers; (c) data must be used only to carry
out the research described in DTA, only for research that has appropriate ethical approval, and not
for any commercial purposes; (d) return or destruction of data upon, inter alia, withdrawal of
consent of the relevant study participant; and (e) no attempt to identify study participants
• Genome-wide data to be analyzed only in Bristol, England
• Confidentiality of participants protected in accordance with Guidelines, EU Clinical Trials Directive
(2001/20/EC)
• According to Danish Data Protection Agency, samples must be stored in a technically defensible
manner that ensures the material is not accidentally or illegally destroyed, lost or damaged. It is
also necessary to ensure that samples do not become known to unauthorized third parties, nor
otherwise abused or used in violation of the legislation. Researcher is therefore required to
produce special guidelines for the storage and use of the project’s samples

Étude Découvrir,
Développer, Devenir
(Étude 3-D)

Finding of Rare
Disease Genes in
Canada (FORGE)
Canada
National Children’s
Study
(NCS)

Gopher Kids Study

Avon Longitudinal
Study of Parents
and Children
(ALSPAC)

Copenhagen Studies
on Asthma in
Childhood
(COPSAC)

Potential risks
(regarding unauthorized third party access)

Assent or consent of the child
(regarding access by third parties to data/samples)

• Consent form mentions that there is a chance that
personal information or identity could be disclosed,
and that there is always some chance that technology
could be developed that would make it possible to
identify participants of their family members

• Assent will be sought when child is considered to be able
to understand the study procedures
• When the child reaches the legal age of majority in the
area in which they live, the child as a study participant will
have the opportunity to consent

• Possibility that parent or child’s personal information
could accidentally be released to someone other than
study staff

• No assent or consent of the child (only when child turns 18
will study contact him or her directly for consent to
continue storing data/samples)

• Study investigators or staff will disclose personal
information if required to by statute (e.g. criminal law)
or public interest (e.g. if someone’s life is endangered)
• Possibility that samples will be required to be released
pursuant to statutory obligations (e.g. court order
requiring evidence)

• By age 16, parental consent was no longer required,
allowing the child to authorize access or use of data and
samples by third parties

• N/A (unable to access consent form and relevant
policies)

• N/A (unable to access consent form and relevant policies)
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4.3. The Nature of the Shared Relationship between the Child, the
Parents, and the Researcher
The inclusion of children in research is accepted both in Canada and internationally. 156
However, due to the limited maturity and comprehension of all but older minors, children do not
have the capacity to consent to their own participation. 157 Consequently, permission or consent
for children’s participation in research must come from another source: generally parents, but
also other legal guardians. For the purpose of our Report, we will refer to this additional party as
the parents, while recognizing that there are other legal relationships that grant decision-making
authority over children.
Such an arrangement complicates the privacy of children, as they are then not the only
person aside from the researcher involved in decision-making and with access to information
derived from research. The inclusion of parents in the process generally gives them access to
sensitive information concerning their child, which is a loss of privacy not common in research
involving adults. Relevant issues include information that may be disclosed only to the parents,
information that may be disclosed only to the child when he or she is mature, and the possibility
that a child can request some information to remain private. 158
Indeed, the balancing of the confidentiality and privacy rights of the child and the authority
legally and ethically granted to parents creates additional risks for the child. In fact, an argument
can be made that the need for privacy increases as the child matures, and a child’s perspective
on what is private may vary considerably from an adult’s perspective. 159 It is for these reasons
that this tri-partite relationship — between the child, researcher and parents — must be
scrutinized from an ethical, legal and biobank practice dimension.
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4.3.1. The Ethical Dimensions
The relationship between the child, parents and researcher creates ethical tensions,
especially with regard to carrying out research and the information discovered through research.
When providing information about the child, such as results or incidental findings, to whom should
the researcher communicate?

How are particularly sensitive matters that might impact the

parent-child relationship handled?
The 1989 Convention on the Rights of the Child sets forth a general right of the child
“…to seek, receive and impart information and ideas of all kinds…”. 160 In addition, children have
rights to the enjoyment of the highest attainable standard of health, 161 the expression of their own
views, 162 and the ability to have their interests override those of their parents. 163 Prima facie,
these rights are in opposition to guidance that at the very least tempers them with the age and
maturity of the child. However, as the Convention is a broad document covering many aspects of
a child’s life, it is difficult to stretch these general statements to the particularities of biomedical
research.
International ethical norms more directly relevant to biomedical research affirm that
research participants are entitled to know any of their personal information collected in the course
of research. 164 As decision-makers for children, parents typically are granted a right to access
this information. Ethical guidance is generally limited to recognizing the parents’ right to their
child’s information and whether to disclose it to their child:
Parents have the right to know about the state of a child’s health, whether the
illness be curable or not....It is their duty, if necessary in agreement with genetic
counsellors and pediatricians, to decide to what extent, when and in what form
the child be informed about his/her genetic data. 165
The right of children to be informed is not otherwise addressed. The guidelines that examine the
right of participants to be informed generally focus on adult participants, 166 with only the
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European Commission specifying that children have a right of access to their health information,
but this is in the limited context of clinical trials. 167
In contrast, the Canadian BPHR raises the issue of access to information from the
paediatric perspective.

Although endorsing the general proposition that parents of an

incompetent child receive the information, it calls for researchers to disclose directly to competent
children and, “[i]f feasible, the incompetent child should be informed.” 168 Furthermore, although
the wishes of the parents should be respected, if the health of the child is at risk, the information
should be disclosed regardless of the parents’ desire not to know. 169 In this regard, the privacy of
the parents as decision-makers will not trump the rights and health of the child.
Although ethical norms provide little guidance on this issue, commentators have had
occasion to address the question of sharing information between the researcher, child and
parents. Although parents are still commonly viewed as the party to whom information should be
given, certain information necessitates limited disclosure. 170 For example, discoveries about lateonset disorders or information derived from whole-genome sequencing should not be provided to
parents out of respect for the child’s autonomy, although they would be ordinarily provided to a
competent adult. 171 Conversely, parents do not have a right to not receive information about
severe and treatable early onset diseases. 172
Particularly sensitive information, such as pregnancy status, drug use, sexual history or
potential abuse can create conflicts between the parent and child different from disease and
genetic information. If a biobank includes questionnaire data, researchers might be asked by
parents about their child’s responses.

In these instances, researchers should be clear and

upfront with parents about information that will and will not be disclosed to them. 173 If a child is
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found to be pregnant, ethical guidance likewise indicates that her parents not be informed without
the minor’s consent. 174
Guidance determining when parents and child participants should and should not be
informed of information gathered for or resulting from research is based primarily on the best
interest of the child. Although parents are generally considered the arbiters of “best interests”, 175
the above discussion demonstrates that there are occasions when the parents’ interest and that
of their child do not coincide. Therefore, ethical guidance supports the privacy and autonomy of
the child by limiting parental access to information when such access could be against the best
interest of the child, and by permitting the child access to information when they are able to
understand it.

4.3.2. The Legislative Dimensions
As noted previously, in all jurisdictions, the individual providing the consent to the
collection, use and disclosure of personal information must have the legal capacity to consent.
Because children do not have the legal capacity to consent, several statutes recognize that in
certain circumstances information can be collected, used, or disclosed without the knowledge and
consent of the child. 176 However, Canadian privacy legislation does not address concerns about
sensitive information that children may not want their parents to know, were they to have the
capacity to consent. Nor does it clearly mandate the right of children to know information that
may be necessary to protect or promote their health.
Several statutes stipulate who may give substituted consent on behalf of minors,
including incorporating, by reference, surrogate decision-makers appointed for related purposes
under other statutes. 177 OPHIPA details capacity issues related to consent and stipulates certain
factors that the substitute decision-maker must take into consideration before providing or
refusing consent, withdrawing consent, or providing an express instruction. 178
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Québec distinguishes the age of consent for research by minors from that of consent for
required treatment/clinical care. Québec does not employ the doctrine of the “mature minor” 179;
the age of consent to research is 18 180 unless the minor is fully emancipated, while the age of
consent to required medical care is 14. 181 Ontario, on the other hand, carves out from OPHIPA
consent by minors under age 16 to the collection, use or disclosure of information relating to
treatment within the meaning of the Health Care Consent Act, 1996 (wherein the age of consent
to medical care is 16). 182 According to OPHIPA, a minor who is at least age 16 can consent to
the collection, use or disclosure by a health information custodian of personal health information
(including for research purposes), provided he or she is capable of consenting. 183 Minors under
age 16 must have a surrogate decision-maker irrespective of actual maturity. 184
While specifying an age avoids arbitrary medical decisions concerning capacity and
creates certainty, the attribution of different statuses to minors and adults in privacy legislation, as
happens in healthcare and consent legislation, is controversial because it assumes differences in
kind between the two groups, rather than differences in degree, including the level of maturity of
members of each age-based group. 185

Indeed, neuroscience and psychological research

suggests that it is unwise to generalize about the development of decision-making maturity. 186
Furthermore, privacy legislation does not adequately address the various and ethically
difficult issues surrounding maturing children and the varying nature of the information to be
collected and its possible disclosure.

This may in fact be a consequence of the paediatric

context. Western, liberal society emphasizes the individual as the locus of privacy protection.
Might privacy have a different meaning when the individual is not accorded full legal rights
because of age or competency? 187 Two key questions emerge from this theoretical perspective:
1) do children have the same privacy “rights” as adults; and 2) if not, what are the limitations on
those rights? We generally acknowledge that as between parent and child, the child cannot
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expect privacy centred on self-determination or security to the same extent as an adult. This is
expected (or accepted) because society expects parents to protect their children. Conversely, a
complete abrogation of privacy by the parents would sacrifice the child’s flourishing and
autonomy and destroy the trust relationship. As a society, we want children to develop their
personhood, self-reliance, and creativity. 188
Yet, from the perspective of this tri-partite relationship, can we say that a researcher also
has a trump card over the child’s privacy? Can we say that children, viewed less as autonomous
decision-makers and more as individuals connected to and dependent on others, 189 must yield
their privacy to society or their extended family? Even if we acknowledge that a child’s limited
autonomy necessitates a diminished role for controlling information, does it follow that others,
including researchers, have a greater role to play in administering that control? Does it, or should
it, depend on whether the parents consent? How should researchers and parents address the
fact that children are also members of society with important population and/or public health
concerns that may have bearings on autonomy and privacy?
In sum, there is little consensus about the privacy dynamic between parents and children,
and even less between children, researchers and others. Neither privacy legislation nor policy
guidelines on research address the position that the harm of infringing upon the child's privacy,
from both self-determination and security perspectives, should be taken into account.
Consequently, both the abstract, theoretical issues of a child’s autonomy and self-determination,
and the practical issues of information control, return of results, and consent/assent are left
unanswered.
A related problem, stemming from both ethical and legal standards, is the inconsistent
level or lack of privacy expertise, training, and oversight of REB members.

As certain
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commentators have noted, REBs are accustomed to reviewing consent in the context of
traditional medical research. 190 Biobanks involve specialized areas of knowledge, such as the
nature of population and longitudinal studies and the security of information over time. Health
information privacy legislation requires parties who collect, use or disclose health information to
maintain adequate security to prevent unauthorized disclosure. While statutes require REBs to
consider whether adequate safeguards are in place to protect the privacy and confidentiality of
the health information in question, “to do so requires specialized knowledge regarding information
systems and anonymisation protocols that is unclear REB members possess”. 191 Indeed, “…[t]he
problem is not so much that they do not know what research will be undertaken, but that they
cannot be sure that the risk of privacy violation is adequately, or consistently, dealt with.” 192
Nor can it be said that REBs have consistent levels of experience with respect to
vulnerable populations, such as children, and the ensuing ethical and legal implications of
ensuring researchers have proper plans to secure the privacy of their research subjects: “Ethics
review is hardly an appropriately democratic and accountable locus of responsibility and authority
for resolving the significant privacy issues posed by biobanking, nor for ensuring that our privacy
rights and interests are adequately represented and weighed.” 193
Consequently, it may be inappropriate for privacy legislation to assume and trust that
REBs have the capacity and competency to handle the privacy-related issues affecting paediatric
biobanks.
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4.3.3. Biobank Practice Dimensions
In line with international and national biobanking policies, the paediatric biobanks
analyzed require the permission of parents prior to collecting, storing and using the biological
material and data of their child. However, there is variation in the level of disclosure regarding
potential risks, the scope of the right to withdraw, potential re-contact, and types of material or
data to be collected.

Indeed, there is even variation within jurisdictions (e.g. Canada) and

biobanks themselves (e.g. CHILD Study), suggesting that providing guidance to REBs is as
important as regulating biobanks.
The Gopher Kids Study consent form, for example, does not discuss potential secondary
use of the data and mentions that a possible risk is an accidental release of personal information,
but does not provide any further details on how this is possible and what the ramifications or
remedies would be. On the other hand, the CHILD Study Toronto consent form is 22 singlespaced pages and provides what may be considered a deluge of information that could
overwhelm parents and cloud important information on privacy matters.
Additionally, only the Gopher Kids Study explicitly states that children will be contacted at
a later point to ask for their consent to continue storing the data/samples. A similar policy can be
inferred from the NCS materials, but the lack of a clear statement on the consent form does not
lend to any conclusion. While on the surface an appealing idea, this re-contact may be both
impractical, costly, and create additional privacy concerns in non-longitudinal paediatric studies.
Further, even though many international policies and norms on research involving human
subjects emphasize the need to obtain the assent of the child before the research commences, 194
and several studies conclude that 7-13 years of age is an appropriate age at which to first seek
the child’s assent, 195 only the FORGE Canada, Étude 3-D and ALSPAC policies or consent forms
explicitly consider a child’s input before age 16. For children under 14 years of age in the
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FORGE Canada study, the consent form includes a section that states that the study has been
explained to the child at a level that is appropriate and they have assented to participate. 196 For
children between 14-18 years of age (“minors” in the consent form), the consent form includes a
section specifically for their assent to participate in the study. In provinces with a legal age for
consent to participation in research (i.e. Ontario and Québec), the legal age would prevail.
ALSPAC provided consent forms to children at age 13 and 15; they began getting both parents
and children to sign the consent for various tests and studies from age 12. 197 Although the child’s
signature was not considered legally valid, the ALSPAC ethics committee thought it would
provide children a formal time and opportunity to ask questions. By age 16, parental consent was
not needed. 198
According to its policies, the NCS will seek a child’s assent when he or she is considered
to be able to understand the study procedures. 199 When the child reaches the legal age of
majority in the area in which they live, the child will have the opportunity to consent. The NCS
consent form only states that parents “who have any other questions about ...your child’s rights
as a Study participant, now or in the future ...can contact the people listed on the page that we
will ask you to sign.” 200
This biobank policy variation demonstrates that the “soft law” nature of international and
national norms and guidelines does not sufficiently compel paediatric biobanks to explicitly
address these privacy and autonomy issues for children or parents in the consent forms.
There are similar normative guidelines that encourage biobanks to respect a child’s
decision to withdraw from research if the child has the capacity to make an independent
choice. 201 Withdrawing from the research study raises privacy and security questions about the
use, disposal or modification of data and samples already collected.

With the exception of
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FORGE Canada and Étude 3-D, none of the paediatric biobanks surveyed explicitly and
unequivocally address the child’s decision to withdraw. ALSPAC prohibits minors under age 16
from withdrawing. 202 This policy appears to reflect the idea that because participants under age
16 cannot consent in their own right, they also cannot withdraw, though it is unclear how this
policy corresponds to ethics guidelines which state that an individual’s refusal to participate must
always be respected. 203 The NCS’s policy appears to allow withdrawal if the child is between the
ages of 14-18 years, but it is unclear whether the child may withdraw when under the age of 14
(although parents can withdraw at any time). 204 The other biobanks do not address withdrawal or
dissent.

Although overarching ethical norms of the jurisdiction (e.g. TCPS) could require

researchers to respect the dissent of a child or permit continued participation in the face of
dissent in limited circumstances, 205 the consent forms should more clearly state to the parents
(and the assent form to the child) that the child is free to withdraw, and the circumstances when
withdrawal of the child and/or his or her data or samples is not possible.
Table 7 illustrates the biobank practice dimensions relating to the nature of the shared
relationship between the child, the parents, and the researcher.
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Table 7: Biobank Practices Relating to the Nature of the Shared Relationship of the Child, Parents, and Researcher
Biobank
Canadian Healthy Infant
Longitudinal (CHILD)
Development Study

Étude Découvrir,
Développer, Devenir
(Étude 3-D)

Finding of Rare Disease
Genes in Canada
(FORGE) Canada

Assent or consent of the
child
• No discussion of assent
or consent of the child

Return of individual results (and incidental findings) to the parents and/or child

• IRNPQEO Databank and
Bank of Biological
Material Management
Policy addresses
possibility of obtaining
assent of children “when
they are old enough to
understand” and consent
when they become adults
• Policy states that need
for assent is based on
maturity and intelligence
of the child

• Parent will not receive individual results
• If results reveal a significant health or developmental problem that parent’s doctor
should be aware of in order to follow up the pregnancy, the mother, the father or the
child appropriately, the parent’s doctor will be informed in order to take charge of the
follow-up. These results could be added to the medical files

• Children aged 14-18
specifically asked to
provide assent to
participate
• Children under age 14
must have study
explained to them at a
level that is appropriate
and they must provide
assent to participate

• Not all information regarding patient’s sequenced entire genome will be reviewed in
detail
• Children/Minors consent form:
o Patient will be informed of the results of the study of the rare disease in family by
patient’s doctor who is part of the study. Patient will be informed of the
identification of other disease-causing mutations that could alter the management
of patient’s health during childhood by patient’s doctor who is part of the study
o Information relating to non-paternity or adult onset disorders may be discovered
but will not be disclosed in the context of the study
• Affected/Unaffected/Incompetent Adults consent form:
o Patient will be informed of the results of the study of the rare disease in family by
patient’s/ward’s doctor who is part of the study. Patient has the option to be

• No return of individual study research results to parent or child, but if required by
parent, health test results may be disclosed (e.g. parent may request that skin test
results or lung function test results be sent to family physician or paediatrician)
• No discussion of handling of incidental findings, but consent form states that “If new
information arises that may affect your willingness to remain in this study, you will be
advised of this information promptly”.

Potential risks/benefits

Withdrawal

• Benefits
o Participation may help future children born in
Canada avoid allergy and asthma, or other
conditions related to environmental
exposures
• Risks
o Unease with some questions in questionnaire
o Light headedness or coughing from
breathing tests
o Children may get wheezy during
methacholine test
o Bleeding, light headedness, bruising and/or
infection from blood samples
o Children may experience stress during blood
test
o Allergic reaction and itchiness from allergy
tests
• Benefits
o Contribution to the advancement of
knowledge on pregnancy, health and
development of the child
o Discoveries in the project may contribute to
the development of commercial products
• Risks
o Blood collection may cause pain, slight
bleeding, bruising, dizziness or infection
(rarely)
o The child (at age 2 years) must have fasted
for a period of 8 hours prior to collection
o Fatigue and slight discomfort may occur
when removing the self-adhesive electrodes
in heart rate variability test
o Developmental test may reveal a significant
problem in child’s development or health
o Certain questions in questionnaires may
make parent uncomfortable or cause stress
o Unauthorized disclosure of results
o Results could reveal non-paternity
(information will not be disclosed to
participant)
• Benefits
o Possible that study will identify genetic cause
of the genetic condition in family
o Possible future test or treatment for genetic
condition
• Risks
o Drawing blood may cause dizziness and
discomfort and small chance of infection

• Parent may withdraw at any time
• If parent decides to withdraw from
study, parent will not be included
in follow-up data collections and
study will only use data
parent/child provided during study
participation
• Unclear whether child has right of
withdrawal

• Parent may withdraw at any time,
as may child whose maturity allows
him/her to understand the
implications of withdrawing

• Parent may withdraw at any time
• Children aged 14-18 years may
withdraw at any time
• Unclear whether child under 14
years of age has right of
withdrawal
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Biobank

Assent or consent of the
child

Return of individual results (and incidental findings) to the parents and/or child
informed by personal physician about the identification of additional diseasecausing mutations that have clinical significance, and where prevention and
treatment are available
• Will not disclose any information about parentage
• Study will share “some” individual information it learns about parent and child when it is
available. No mention if child has right to results
• If study knows the results from tests conducted during a visit (e.g. weight, blood
pressure), they will share them with parents

National Children’s
Study
(NCS)

• Assent will be sought
when child is considered
to be able to understand
the study procedures
• When the child reaches
the legal age of majority
in the area in which they
live, the child as a study
participant will have the
opportunity to consent

Gopher Kids Study

• No discussion of
assent/consent of the
child (aged 1-11 in study)
• Child will be contacted
when age 18 years to
request consent to
continue storing samples

• Will not disclose results related to paternity or adoption

Avon Longitudinal Study
of Parents and Children
(ALSPAC)

• Children aged 12 and
above were given the
ability to “consent”,
though their signature
was not considered
legally valid (it was seen
as giving them a formal
time and opportunity to
ask questions)
• By age 16, parental
consent was no longer
required

Copenhagen Studies on
Asthma in Childhood
(COPSAC)

• N/A (unable to access
consent form and
relevant policies)

• Certain information/measurements obtained from tests in the presence of the
participants (e.g. blood tests which reveal if child has low haemoglobin) can be
disclosed
• According to Policy on Disclosure of Biomedical Information to Participants, the general
rule is that information should not be disclosed to participants. This general policy is set
aside when it is reasonably certain that the benefits of disclosure clearly outweigh any
possible risks to the participants or their families. This in turn will arise when three
conditions are met:
1. That an item of data gives clear, unequivocal information of an existing or future
health problem
2. That the health problem identified is amenable to treatment of proven benefit
3. That the participant has indicated beforehand that they wish to be informed if
such a problem is identified
• Decision whether to inform individuals is taken by the Ethics & Law Committee, drawing
on advice from clinical experts. This would keep such decisions independent of the
researchers and would be consistent with the Committee’s role of protecting the
interests of participants
• N/A (unable to access consent form and relevant policies)
• Novel findings are communicated through publications and lectures

Potential risks/benefits

Withdrawal

• Benefits
o Study may help researchers better
understand health factors that could benefit
future generations
• Risks
o Some of the questions asked and some of
the methods of sample extraction may be
uncomfortable
o Giving a blood sample may cause a small
amount of pain
o Home visits may interrupt daily routine
o Possibility of identifying biological parents or
adoption
o Chance that personal information or identity
could be disclosed
o Possibility that specific study findings
will be associated with particular racial and
ethnic groups
• Benefits
o Study may benefit society by discovering
genes related to normal growth and
development
• Risks
o Parent’s or child’s personal information could
accidentally be released by someone other
than study staff
o Possibility of identifying paternity or adoption
• Original consent form provided to pregnant women
in 1991 did not address benefits/risks
• Multiple consent forms provided to mothers,
fathers, and children discuss risks specific to the
nature of the test or study (e.g. blood sample, DXA
scan, questionnaire, etc.)

• Parent may withdraw at any time,
and may leave and return
• If participant leaves, study will not
ask for any
new information, but will keep
using the information and samples
already provided
• If participant requests the
destruction or return of any
unused samples, study will comply
• “Young children and adolescents”
may also withdraw (age not
specified)

• N/A (unable to access consent form and relevant
policies)

• Parent may withdraw at any time
(according to Danish Data
Protection Agency rules)
• N/A to determine whether child
has right to dissent or withdraw

• Parent may withdraw at any time
• No mention if child has right of
dissent/withdrawal

• Parent may withdraw at any time
• No right of withdrawal for children
under age 16
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4.4. Summary
It is clear from the analysis of the above three issues (the use and transfer of the child’s
data and samples; the risks of unauthorized access by third parties; and the nature of the shared
relationship of the child, parents and researcher) that ethical norms, legislative standards, and
biobank practice are inconsistent (across and within each) when it comes to the privacy and
confidentiality of paediatric biobank participants. Legislation cannot solve all of the potential risks
to children, as will be discussed below in the Recommendations. However, biobank practice
demonstrates that, in the absence of specific legal and ethical guidance, researchers and
institutions will act on the limited guidance available, with disparate results.
The analysis of paediatric biobank practices reveals that all address, albeit in varying
degrees, the privacy and informed consent of the parents. Largely absent from the policies and
consent forms is information regarding the control and use of the biological material and
information collected.

Further, as noted above in Subsection 4.1.3., it is troubling that the

“potential risks” sections focus exclusively on the clinical risks, i.e. reactions to blood tests or
heart rate variability tests, rather than the ethical risks, namely, autonomy and privacy concerns
(though it is noted that the NCS consent forms address privacy risks), or what has been called
concerns about “physical privacy”, amongst others. 206
The ethical literature identifies three types of risks associated with the use of biological
samples for paediatric research and pertinent to this Report: 1) risks of physical and emotional
burden; 2) informational (privacy) risks; and 3) risks of breaching the values of the child. 207
Generally, consent forms focus much attention only on the first type of risk, viz. emotional and
physical burdens. The latter types are rarely mentioned in the biobank policies analyzed in this
Report, and have just as much, if not more, potential to arise as a result of the research. Should
it not be disclosed as a potential risk to the mother that her child may desire the results of a
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genetic test before he or she is the age of majority? Should it not be disclosed that despite the
parents’ informed consent, their child’s wishes should be considered, and in fact, outweigh the
parents if the (non-infant) child is of sufficient age and/or intelligence and emotional maturity?
This lack of encompassing potential risk disclosure and variability of privacy discussion might be
a reflection of legislative gaps and differences in knowledge, training and expertise among REBs
and REB members.
Finally, current legislation is nominally applicable to biobanks in general, but contain even
less guidance for paediatric biobanks. Protection of health information is addressed differently in
every jurisdiction across Canada, and the federal laws that could impact biobanks (the Privacy

Act and PIPEDA) offer limited applicability.

Furthermore, outside of laws determining

competency for participation in research, these various legislative responses to health information
privacy do not reach the issue of parental versus child rights and interests.
The current focus by paediatric biobanks on individual rights and autonomy — of the
parents — risks entrenching the parent-as-decision-maker as the benchmark in most or all ethical
considerations.

Although parents have traditionally been provided wide latitude in issues

pertaining to their children, current ethical trends indicate that it is the autonomy and rights of the
child, not solely the parents, which are truly at stake. Legislative responses and biobank policies
should reflect this in order to best protect children’s privacy and autonomy when participating in
biobanks.
Yet, it bears discussing recent efforts to mould other, new ethical principles such as
reciprocity, mutuality, citizenry, universality and solidarity as possible strategies, which would
likely do much to not only acknowledge the role of the child in the research process, but also to
protect his or her privacy. 208 Indeed, the principle of solidarity corresponds well in the paediatric
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biobank context, where the purpose is to serve as a resource for future unspecified research.
Envisioning solidarity as a willingness to share and protect information for the benefit of others
(e.g. parents sharing research results or other disclosed information with the child, researchers
taking into account the child’s views regarding the research, etc.), rather than as an autonomybased argument for a right to know results in order to promote one’s own (i.e. parents’) interests,
grounds moral responsibility and respect for privacy as a human bond between researcher,
parent, and child. In a system of solidarity, therefore, it could be argued that the parents’ “right
not to know” should not be respected where the discovered findings are analytically valid,
clinically useful and actionable (i.e. treatment or prevention is possible) during childhood.
However, it will be important to provide appropriate educational resources to both parents and
children if a principle of solidarity is to become the basis for paediatric participation in biobankbased research. In order to truly participate, all parties involved must understand what they are
participating in.
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5. Conclusion and Recommendations
Achieving an appropriate balance between privacy protection of children (and those who
give consent on behalf of children) and the rapid dissemination of new scientific knowledge from
biobanks to promote the health of children is a difficult, but not impossible, task. Unfortunately,
Canadian privacy laws have not adequately addressed this issue.

While forensic biobanks

created to collect DNA from criminals, such as Canada’s National DNA Data Bank, are afforded
explicit biobank legislation, oversight bodies, and a variety of safeguards, research and clinical
biobanks suffer from a patchwork of under-inclusive regulatory provisions. Indeed, our analysis
has shown that there is a lack of regulation for many aspects of research biobanks.
Accountability and transparency could diminish in the face of such regulatory discrepancy.
International comparative analysis reveals that some countries adopt specific biobank
governance legislation to address the issues identified above, yet they too may remain
inadequate in addressing the needs of particular research groups, such as minors. That privacy
protections available to Canadians vary from one province or territory to another, and from one
sector (public) to another (private or hybrid), adds a further cumbersome, outdated, and
inadequate structural dimension to paediatric biobanks. While acknowledging and respecting
constitutional parameters, the federal government — and the Office of the Privacy Commissioner
of Canada (OPC) — may be best placed to facilitate the development of a rationalized and
harmonized approach to resolve these pressing privacy issues that will enable all Canadians, of
all ages, to benefit equally from new advances in scientific research in this changing landscape.
Many of the gaps in legislative protection are remedied in the ethical norms of the TCPS,
but this guidance suffers from flaws of its own. Unfortunately, the TCPS is applicable only to
research funded by the agencies that authored the document or certain health and social service

54
institutions in provinces which have policies endorsing it (e.g. Québec). Furthermore, penalties
for violation of TCPS provisions are limited to the ineligibility to receive or suspension of agency
funding, unless the breach constitutes a criminal act. 209 Reliance on ethical requirements alone,
therefore, does not ensure the protection of children, especially as the TCPS is specific neither to
children nor biobank research.
We conclude with recommendations in order to offer possible avenues to bridge the gap
between norms, laws and practice. This guidance is intended to assist agencies, legislators,
researchers, and REBs when developing and interpreting laws and regulations pertaining to
paediatric biobanks.

5.1. A Broad Appeal
This Report illustrates the incomplete applicability of current privacy legislation to
paediatric biobanks and the related aspects of privacy. Various models for reform are possible,
including a national law, policy or guideline for biobanks and privacy protection. However, we
recognize legislative and policymaking constraints in short-term reform, including the difficulty of
obtaining the necessary political capital to effect broad changes such as the adoption of a de

novo law.

Short of this long-term challenge, we recommend the Office of the Privacy

Commissioner of Canada urge the incorporation into current privacy statutes of the paediatric
biobank privacy issues raised in this Report.
We do not recommend the approach taken in the United States, which has been the
adoption of a federal law prohibiting genetic discrimination, due in part to the absence of universal
health care in that country. 210 Genetic privacy issues generally mimic informational privacy
issues, such as consent and the privacy of medical records and other health information. We
acknowledge, though, that genetic privacy issues may “amplify” privacy concerns because of its
characteristics. These characteristics do not make genes “exceptional”, but they do perhaps

55
make them “sensitive”. This is why the European Commission considers genetic information as
“sensitive data”, with clear, specified conditions for collection, use and disclosure. 211
Rather than ignore the tension that exists between individuals and society, researchers
and participants, and children and parents, legislation should embrace it by acknowledging in
current privacy statutes the contextual situations that exist in paediatric biobanking.

5.2. General Recommendations
1.

All jurisdictions should incorporate in relevant privacy legislation (e.g. health information
privacy statutes if applicable, otherwise private/public sector privacy statutes)
proportionality-based provisions for decision-making in paediatric research, such as the
determination of competency and assent, consistent with current law and the Tri-Council

Policy Statement.
As our Report notes, most privacy legislation does not address criteria for determining the
competency of minors. The majority of medical consent statutes are not readily applicable to
paediatric biobanks since they relate to clinical or therapeutic contexts, not research contexts.
Moreover, these contexts vastly differ with respect to issues such as benefits, risks,
proportionality, and intervention. Since age of competency for participation in human subjects
research often differs from competency to consent to clinical care, provisions in privacy legislation
for decision-making in paediatric research should not track health care consent legislation.
Instead, decision-making competency criteria should reflect the modern research environment
and its plethora of possibilities (e.g. disease-specific, longitudinal, epidemiological, gene-gene
interaction, gene-environment interaction, etc.). Thus, the appropriate age of competency or
assent for one project may not be appropriate for another. Proportional decision-making criteria
that aligns competency with the degree of risk/harm of the research would recognize that, like
children, not all paediatric research is alike.
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Further, methods for assessing the competency of minors need not rely on age
stratification, though we recognize this is often a preferable option for policymakers and
legislators due to its apparent objectivity, efficiency and predictability. Determining competency
can also rely on the true capabilities of the individual minor to understand his or her participation
(i.e. the mature minor doctrine), and such a method is used in various provinces as well as in the
United States. Ever since the famous Gillick case in England, 212 norms, literature, and legislation
have acknowledged that age is an arbitrary marker that should be replaced by a test of maturity
of the child. Such a test would determine whether the child can understand the nature of a health
decision to be made and the consequences likely to follow from the selection of the available
options. 213
For those minors deemed immature and therefore incapable of providing consent, we
recommend that amendments to privacy legislation should be enacted that ensure children can
provide assent, when capable, in the decision-making process. Canada must meet its obligations
under the Convention on the Rights of the Child (particularly, article 12). Furthermore, “soft law”
guidelines and norms 214 do not carry sufficient force to pledge faith to these obligations. Giving
children a voice in the process will improve the bi-directional informational flow between
participant and researcher and in so doing, likely afford a greater degree of trust in those
promising to keep medical information wholly or partly secret and build awareness about the
research in which the child is participating.
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2.

Privacy Legislation Must be Reactive but also Prospective.
The goal of legislation should be to not only regulate, enforce, and protect certain

activities so as to prevent certain wrongs from occurring, but also to prospectively build the tools
of the future based on the practical experiences of those directly and indirectly affected by the
legislation.

Our review of ethical policies, legislation, and selected biobank-based studies

evidences the practical difficulties of defining “genetic information”, “risk”, “biobanks” and other
related terms. This is understandable, given that with biobank research, especially when based
in genetics, no one knows the full nature, extent or ramifications of privacy and confidentiality.
Hence, privacy legislation that addresses biobanks and paediatric issues should not be narrowly
drafted; rather, it must be explicit and contoured enough to inject certainty but appropriate
adaptability to the expanding field of personal health data.

3.

Privacy Legislation Should Be Harmonized Across Canada.
The lack of harmonization is a recurring problem for biobank stakeholders, as it is an

additional cost and administrative burden. Legal dissimilarity creates the risk of distorting the
equivalent level of protection that the privacy laws are supposed to achieve and ensure.
Australia, which also has various levels of privacy laws (federal, state, and territorial), has
advocated harmonization of its privacy legislation. In 2002, the Office of the Privacy Commission
of New South Wales noted that:

A uniform approach to genetic information privacy is essential to ensure that all
persons have equal protection regardless of where they live and who handles
their genetic information. Widely differing standards of protection not only
undermine human rights, they also undermine public confidence in the way that
institutions handle their personal information, especially in an increasingly
networked information environment. Lack of uniformity can also add to confusion
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for those responsible for handling personal information, as well as obstruct crossborder flows of information.

215

We do not advocate a particular avenue to achieve harmonized privacy legislation.
Various models can be envisioned, such as new, uniform federal and provincial privacy or
biobank legislation, or a regulatory framework specifically for biobanks that applies to all sectors.
However, we note two qualifications.

First, as discussed above, there are roadblocks to

achieving sweeping reform in the way of legislation and we recognize that in the short-term,
legislative amendments are more likely than legislative constructions. Second, much success is
already being achieved and can be envisioned in health information protection legislation, such
as OPHIPA. Amending that statute to better incorporate specific biobank-related issues and
encouraging the remaining provinces and territories that have yet to enact health information
protection legislation to do so, on a harmonized plane, may be suitable paths to protect privacy in
paediatric biobanks. Regardless, what we do advocate is a recalibration of current legislation so
that it adequately and harmoniously addresses paediatric biobanks and related privacy concerns.

4.

Privacy legislation should allow federal and provincial privacy commissioners to play an
integral part in the regulatory framework for biobanks created for research.

Privacy

commissioners should incorporate in their regulatory scrutiny a bottom-up approach
through ongoing dialogue with REBs and the broader biobanking community.
REBs cannot and should not be expected to perform and address the kind of privacyrelated review and oversight that is needed for research biobanks. Such reliance will overburden
already-taxed REBs (as was found in two 1999 U.S. Government Accountability Office reports on
privacy oversight on research and medical records 216). Further, as this Report has discussed,
short of a complete overhaul of the REB system in Canada, it is dangerous to assume that REBs
have the competency to engage in the level of privacy oversight needed. Canada’s National DNA
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Bank is governed by explicit biobank legislation and includes oversight bodies and a variety of
safeguards. In particular, it is overseen by the National DNA Data Bank Advisory Committee, on
which a representative of the Office of the Privacy Commissioner sits to ensure that the Data
Bank has access to expert advice in the field of individual privacy. The DNA Data Bank is also
subject to auditing by the Office of the Privacy Commissioner at any time.

We think that

paediatric biobanks, having similar privacy concerns, should be subject to greater regulatory
scrutiny and oversight by privacy commissioners.
This policy recommendation should not be constrained by constitutional parameters per

se (i.e. the provincial domain of health and civil rights), as we do not advocate the creation of a
federal biobanking law.

Provincial privacy commissions and the Office of the Privacy

Commissioner can collaboratively work with provincial (and federal) policymakers and REBs to
develop a dialogue to improve competency in privacy oversight. This recommendation, therefore,
is bidirectional: privacy commissions should inject more regulatory scrutiny into the REB process
(a top-down approach), while REBs – and other stakeholders, such as researchers and the
general public – should provide privacy commissions with critiques and recommendations
regarding privacy and biobanking issues (a bottom-up approach). This is not to diminish or
eliminate the role of REBs. Rather, it is to better protect the privacy interests of children by
including in the review and oversight by REBs competent and experienced experts, who
themselves have been informed by a broad community of various biobanking stakeholders.

5.

The OPC should work with the broader biobanking community on developing a welldefined conceptual framework across the general typology of biobanks.
In Table 1 of our Report, we presented an open-end typology of biobanks, which

demonstrates their rich tapestry.

To our knowledge, there has not yet been a nationally or

internationally coordinated attempt to implement a universal system for biobank typology with
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standardized classifications and definitions. This is problematic. There is a range of ways in
which to conceptualize biobanks, and the various characteristics comprising a biobank carry
vastly different meanings (e.g. the meaning of “retrospective” versus “prospective”), ethical issues
(e.g. tissue such as tumour cells collected from clinical care), and governing laws (e.g. Canada’s
federal DNA Identification Act 217 for the forensic National DNA Data Bank). Our quasi-Cartesian
layout in Table 1 (i.e. research biobank versus forensic biobank; population-based biobank
versus disease-based biobank) is somewhat simplistic since many biobanks are in fact composed
of interchangeable characteristics. For example, a “disease-based” biobank may be retrospective
but also prospective and include both healthy volunteers and sick patients.
Commentators in the past have called for an understandable and common nomenclature
for biological sample identifiability, namely, “coded” and “anonymized”. 218

Among the many

reasons for this, commentators note that the proliferation of terminology to describe the
identifiability of data renders it difficult to share and use samples between jurisdictions, as REBs
and researchers have no means of ensuring equivalency between the labels of identifiability. 219
Moving this recommendation upstream from clarification of sample identifiability
terminology to biobank typology, we advocate the development of a harmonized, agreed-upon
typology of biobanks. It is important that the OPC work with the broader biobanking community,
ideally on an international level, to achieve clarity about what is meant by, for example, a
“research” biobank, and how they are constructed. This would assist REBs and researchers in
working with universally equivalent concepts (terminology, characteristics, definitions, etc.), which
in turn would aid in ethics approval (and oversight) of biobanking matters, including the protection
of privacy. Indeed, achieving better privacy protection for children in paediatric biobanks will only
be aided by the development of an understandable and common typology and nomenclature.
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6.

The OPC should work to foster greater public education and awareness of biobanks and
privacy issues.
The OPC has a role to play in explaining the purpose of biobanks and the uses and

potential misuses (even if miniscule) of personal information to the Canadian public. First, an
understanding — prior to enrolling a child — of what a biobank entails and the role of the child in
decision-making will provide an opportunity for increased parental comprehension of what will
happen to their child. Providing this information well before a parent is faced with a decision to
have their child participate could limit false assumptions about biobank-based research.
Second, given that we recommend the encompassing of genetic information and material
into the definition of personal or health information, this public education and awareness should
include a discussion of genetic privacy. Parents must understand the implications for their child,
adolescents, and other family members, of genetic information — as well as the limitations on
information dissemination intended to protect the child’s privacy.
We believe that people often fear what they do not know, and an informed public is a less
fearful public. Websites, workshops, reports and media dissemination will go a long way to
assuaging the public about privacy concerns associated with paediatric biobanks. This is not to
downplay the privacy threat, as it is real, but educating the public will diminish the difference
between irrational fear and rational concern.
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5.3. Specific Recommendations
1.

The OPC should specify in privacy legislation that genetic information and biological
materials are considered personal health data.
We think that legislation should specify that personal or health information includes

genetic information about an individual in a form which is or could be predictive of the health (at
any time) of the individual or a genetic relative, and whether or not the information is collected in
relation to the health of, or the provision of a health service to, the individual or a biological
relative. 220 Making explicit that genetic information and material is covered by privacy legislation
would go far to protect the privacy interests of all individuals, including children, though we note
the particular issues that can arise in this context, such as conflicts between a parent and a child
in accessing genetic information.
Genetic material should also be included in the definition of biological material and of
personal information or health information, as the two often go hand-in-hand.

Noting the

particular paediatric context, the legislation should provide legally enforceable privacy standards
for the collection, storage, use and transfer of genetic material.
As a corollary, privacy legislation should grant a mature individual conditional access to
his or her own biological material and information. Because of logistical and scientific constraints,
we recommend that such access should be made only for the purpose of medical testing,
diagnosis or treatment. Further, the right to access can be refused where (a) it is not physically
possible to provide part of the material; (b) providing part of the material means that the
remaining portion is insufficient for the purposes of the biobank retaining it; or (c) releasing the
material to an individual raises public health concerns. 221

We wish to emphasize that we

distinguish access from withdrawal from research, which should continue to follow norms and
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guidelines concerning the de-identification of samples and/or their destruction or removal from
further research, as per the wishes of the research participant.

2.

The OPC should provide clear penalties and sanctioning and enforcement powers for
violations disclosing personal or health information.
We agree with recent public statements by the Privacy Commissioner of Canada that

PIPEDA (and other privacy statutes) should be amended to allow for greater sanctions against
those who violate privacy. 222 In particular, we think that the Privacy Commissioner should have
the power to impose more meaningful, significant, attention-getting fines on individuals and
entities (including biobanks) that breach privacy. In addition, the Privacy Commissioner should
have order-making powers and the ability to compel entities to report privacy breaches to the
office. Our Report discusses the sensitive nature of genetic information. Given the recent public
backlash against the well-publicized privacy breach involving tens of millions of a company’s
online customers, including some in Canada, we think a similar backlash and resultant
diminishment in trust would result from privacy breaches in paediatric biobanks. More meaningful
penalties, combined with sanctioning and enforcement powers, would encourage biobanks to
take a proactive and preventative approach to protecting privacy.
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5.4. Possible Long-Term Recommendations and Avenues for Future
Research
The following recommendations are considered long-term measures that can improve the
protection of privacy in paediatric biobanks. We consider these long-term because each should
involve prior comprehensive research, cost-benefit analysis, and discussions with various
stakeholders. As well, their creation and implementation should be carefully planned. Their
enactment and enforcement will likely take years of dedicated political and regulatory will.
Nevertheless, we consider these recommendations crucial for building a better privacy foundation
for biobanks and biobank participants.

1.

The OPC should prepare a web-based, open access federally-administered database of
all Canadian paediatric biobanks.
Internationally (at the World Health Organization 223 and in the United States 224), open

access databases now exist for clinical trials. These databases offer up-to-date information for
locating both publicly and privately supported clinical trials for a variety of diseases and
conditions. Given the success of these databases and the exponential growth of biobanks, we
recommend that the Office of the Privacy Commissioner, in collaboration with Health Canada,
explore the possibility of preparing a federally-administered, web-based open access database of
all Canadian paediatric biobanks including clinical and research databases. Each record in the
database could include information on the following (similar to ClinicalTrials.gov): 1) underlying
scientific purposes/intended use; 2) title, description and design of the study (if clinical or
research-based); 3) requirements for participation (if clinical or research-based); 4) location(s) of
the biobank; and 5) contact information.
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Such a database would allow regulators and the public to have a better Canadian
biobank map, thereby improving knowledge about the scope and content of Canadian paediatric
biobanking. It would also allow potential future biobank participants and their parents to inform
themselves about the nature of biobanks and perhaps guide them in deciding whether to
participate in a particular research or clinical biobank. Furthermore, a database would improve
transparency and public engagement, and allow regulators and policymakers to keep track of
biobanks’ adherence to external and internal policies (legislative or otherwise) that impact
privacy, among other matters. In turn, this would strengthen the value and validity of paediatric
biobank research and clinical outcomes.

2.

The OPC should push for the development of more detailed professional Codes of
Conduct that deal with specific paediatric biobank issues.
While revisions to current professional codes of conduct must ultimately come from the

professional bodies that regulate their members, the OPC should consider the possibility of
pushing for changes that adequately address vulnerable populations and the particular privacy
issues surrounding paediatric biobanks.

Since paediatric biobanks affect a variety of

communities, it is important that a vast array of professional bodies harness the political and
social will, supplemented with an OPC-led commitment, to revise their codes. These professional
bodies should include not only paediatricians, clinicians, researchers, geneticists and genetic
counsellors, but also professionals from other fields and contexts (e.g. lawyers, access and
privacy administrators, mental health professionals, and social workers and family therapists).
Privacy protection for children involved in paediatric biobanks will be enhanced if multiple
professional orders and institutions are grounded in well drafted deontological codes, statutes,
rules, and guidance that specifically address this evolving but ever-important area.
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Appendix 1: Privacy and Confidentiality in Canadian and International Ethical Norms
Instrument
Canadian Institutes of Health Research

CI HR Best P ractices for P rotecting P rivacy in Health Research

Fonds de la Recherche en Santé du Québec

Governance Fram ew ork for Data Banks and Biobanks Used
for Health Research
Fonds de la Recherche en Santé du Québec

FRSQ Standards on Hum an Health Research Ethics and
Scientific I ntegrity

Relevant Provision(s)
Element #2: Limiting the collection of personal data
Researchers should plan to collect personal data only as necessary for the research. The amount of personal information collected and the level of identiﬁability and
sensitivity of this information should be restricted to what is necessary to achieve the research objectives. Consider ﬁrst whether individually identiﬁable data are
needed, or whether non-identiﬁable data or aggregate data would serve the research objectives (e.g. data on individuals grouped by age or some other meaningful
variable).
Element #7: Safeguarding personal data
Institutions or organizations where research data are held have a responsibility to establish appropriate institutional security safeguards. Data security safeguards should
include organizational, technological and physical measures. Researchers should take a risk assessment and management approach to protecting research data from
loss, corruption, theft or unauthorized disclosure, as appropriate for the sensitivity and identiﬁability of the data. REBs should review and approve researchers’ proposed
measures for safeguarding any personal data to be collected.
Element #8: Controlling access and disclosure of personal data
Data sharing for research purposes— whether of linked or unlinked data sets— is an important way of enabling socially valuable research. It avoids unnecessary
duplication of data collection, which reduces the burden on research participants and permits researchers to use limited or scarce resources more productively. However,
once approved by an REB, there should be strict limits on access to data and secure procedures for data linkage, subject to data-sharing agreements. When personal
data are essential to research objectives and questions, researchers need a plan for making public the results of research in ways that do not permit tracing back to
individuals if they do not wish their identities to be known. [....]Data-sharing agreements bind data providers and researchers to their respective responsibilities and
obligations for protecting personal data. Data-sharing agreements should set out the terms and conditions under which data providers will allow researchers to access
personal data for research purposes.
Element #10: Ensuring accountability and transparency in the management of personal data
Individuals and organizations engaged in health research involving personal data are accountable for the proper conduct of such research in accordance with applicable
funding policies, privacy principles and/or legislation. Processes and practices must be clearly established and implemented in order to give meaningful effect to these
policies, principles or laws. Proper accountability and transparency practices require adequate resources for ch things as communication, education and training relating
to privacy. Roles and responsibilities of all those involved in the conduct and evaluation of research should be clearly deﬁned and understood, including those of
researchers, their employing institutions, REBs, any data stewardship committees, Privacy Commissioners and other legally-designated privacy oversight agencies. Their
concerted efforts should aim to provide a coherent governance structure for effective and efﬁcient data stewardship.
Recommendation 6
That laws making provision for personal information protection be adapted to the emerging trends in health research so that such laws recognize the legal validity of
data banks and biobanks and of research exploring themes rather than specific hypotheses.

20. LES PARTICULARITÉS DE L'EXPÉRIMENTATION SUR LE MINEUR ET LE MAJEUR INAPTE
L'article 21, al. 2 du Code civil du Québec énonce que l'expérimentation ayant pour sujet un mineur ou un majeur inapte doit laisser espérer:
• si elle ne vise que ce sujet, un bienfait pour sa santé;
• si elle vise un groupe de personnes, « des résultats qui seraient bénéfiques aux personnes possédant les mêmes caractéristiques d'âge, de maladie ou de handicap que
les membres du groupe. »
De plus, cette expérimentation doit être mise en oeuvre dans le cadre d'un projet de recherche approuvé et suivi par un CER que le ministre de la Santé et des Services
sociaux a reconnu ou institué.
21. L'OPPOSITION DU MINEUR OU DU MAJEUR INAPTE
Le refus de participer à un projet de recherche exprimé par un sujet pressenti qui est légalement inapte prévaut sur le consentement provenant de son représentant
légalement autorisé. Cette norme, qui protège l'inviolabilité personnelle, est exprimée dans la Règle 2.7 de l'Énoncé de politique:
« Lorsque le consentement libre et éclairé a été donné par un tiers autorisé et que le sujet légalement inapte comprend la nature et les conséquences de la recherche à

laquelle on lui demande de participer, les chercheurs s'efforceront de comprendre les souhaits du sujet à cet effet. Le dissentiment du sujet pressenti suffit pour le tenir
à l'écart du projet19. »
L'article 21, al. 1 du Code civil du Québec adopte un dispositif similaire en déclarant qu'un mineur ou un majeur inapte ne peut être soumis à une expérimentation « à
laquelle il s'oppose alors qu'il en comprend la nature et les conséquences ». Le Code civil attribue donc au mineur et au majeur inapte un droit de refus quant à
l'expérimentation dont il comprend la nature et les conséquences.
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Canadian Institutes of Health Research, Natural Sciences and
Engineering Research Council of Canada, and Social Sciences
and Humanities Research Council of Canada

TCP S 2: Tri-Council P olicy Statem ent: Ethical Conduct for
Research I nvolving Hum ans

Article 5.3
Researchers shall provide details to the REB regarding their proposed measures for safeguarding information, for the full life cycle of information: its collection, use,
dissemination, retention and/or disposal.
[….]
Factors relevant to the REB’s assessment of the adequacy of the researchers’ proposed measures for safeguarding information include:
(a) the type of information to be collected;
(b) the purpose for which the information will be used, and the purpose of any secondary use of identifiable information;
(c) limits on the use, disclosure and retention of the information;
(d) risks to participants should the security of the data be breached, including risks of re-identification of individuals;
(e) appropriate security safeguards for the full life cycle of information;
(f) any recording of observations (e.g., photographs, videos, sound recordings) in the research that may allow identification of particular participants;
(g) any anticipated uses of personal information from the research; and
(h) any anticipated linkage of data gathered in the research with other data about participants, whether those data are contained in public or personal records
Article 5.5
Researchers who have not obtained consent from participants for secondary use of identifiable information shall only use such information for these purposes if the REB
is satisfied that:
(a) identifiable information is essential to the research;
(b) the use of identifiable information without the participants’ consent is unlikely to adversely affect the welfare of individuals to whom the information relates;
(c) the researchers will take appropriate measures to protect the privacy of individuals, and to safeguard the identifiable information;
(d) the researchers will comply with any known preferences previously expressed by individuals about any use of their information;
(e) it is impossible or impracticable to seek consent from individuals to whom the information relates; and
(f) the researchers have obtained any other necessary permission for secondary use of information for research purposes.
If a researcher satisfies all the conditions in Article 5.5(a) to (f), the REB may approve the research without requiring consent from the individuals to whom the
information relates.
Article 12.2
To seek consent for use of human biological materials in research, researchers shall provide to prospective participants or authorized third parties, applicable information
as set out in Article 3.2 as well as the following details:
(a) the type and amount of biological materials to be taken;
(b) the manner in which biological materials will be taken, and the safety and invasiveness of the procedures for acquisition;
(c) the intended uses of the biological materials, including any commercial use;
(d) the measures employed to protect the privacy of and minimize risks to participants;
(e) the length of time the biological materials will be kept, how they will be preserved, location of storage (e.g., in Canada, outside Canada), and process for disposal, if
applicable;
(f) any anticipated linkage of biological materials with information about the participant; and
(g) the researchers’ plan for handling results and findings, including clinically relevant information and incidental findings.
Article 12.5
Institutions and researchers that maintain biobanks:
(a) shall ensure that they have or use appropriate facilities, equipment, policies and procedures to store human biological materials safely, and in accordance with
applicable standards; and
(b) shall establish appropriate physical, administrative and technical safeguards to protect human biological materials and any information about participants from
unauthorized handling.
Article 13.7
(a) Researchers who propose research involving the collection and banking of genetic material shall indicate in their research proposal, and in the information they
provide to prospective participants, how they plan to address the associated ethical issues, including confidentiality, privacy, storage, use of the data and results,
possibility of commercialization of research findings and withdrawal by participants as well as future contact of participants, families, communities and groups.
(b) Researchers who propose research involving the secondary use of previously collected and banked genetic material shall, likewise, indicate in their research proposal
how they plan to address associated ethical issues.

Canadian Institutes of Health Research, National Council on
Ethics in Human Research, Maternal, Infant, Child and Youth
Research Network, Centre of Genomics and Policy

Best P ractices for Health Research I nvolving Children and
Adolescents: Genetic, P harm aceutical, Longitudinal Studies
and P alliative Care Research (Second Draft)

Section 2.2
Consent Form – Essential Elements to Include:
•
•
•

potential risks and benefits (both immediate and long-term);
right to withdraw from the research at any time, without the child suffering any harm, as well as the situations where withdrawal is impossible (e.g.
anonymized data and samples);
mechanisms for protection of and limitations to privacy and confidentiality;

68
•
•
•
•
•

access to the information collected by the participant and third parties;
access to the findings and/or results of the research (general or individual research results);
plan for handling incidental findings;
disclosure of findings with a potential of leading to interventions;
reasons to terminate the participation;

Additional elements that should be included, if applicable:
•
possibility of future uses (secondary uses) of data or samples collected;
•
storage and destruction of data and samples collected;
•
disclosure of new information that may affect the willingness of the participant to participate in the research;....
Secondary Use of Personal Information and Tissues:
•
•
•

when using identifiable information or tissue: REB approval is required;
REBs may require the consent of the participant or parents;
if the tissue is anonymized or anonymous and there are no potential harms for the participant, consent is not needed.

Section 3.2
To the extent possible, researchers should obtain the assent of the child according to his/her level of development and capacities. When the child develops the
legal capacity to provide a fully informed consent or attains the legal age of majority, researchers should obtain an informed consent.
Section 4.2
The dissent of the child, who is capable of understanding, must be respected.
Dissent may be verbal or behavioural (e.g. body movements) and may be expressed at any time during the research. It must be respected even if the parents
consented to their child’s participation in the research project.
Section 6.2
Consideration of Potential Harms:
consideration of potential harms must include harms that are physical, psychological, social or financial; and harms that may affect individuals or
communities
• cumulative harms should be considered in assessing the individual harms that occur from research participation.
• potential harms should be evaluated from a child’s perspective.

•

Section 7.2
In order to ensure that privacy and confidentiality are maintained, researchers should adopt appropriate safeguards, subject to applicable law.
Access to the Information Collected:
•
•
•
•
•
•

subject to applicable law, access to the information collected in research is dependent on the consent of the competent child or, if incompetent, the parents.
If feasible, the assent of the incompetent child should be obtained;
the principal researcher is responsible for controlling access to the information collected;
control of this access is similar to the control exercised over delegated medical acts;
those authorized to access such information are under the supervision of the principal researcher;
participants should have access to their information, if feasible (e.g. data is not anonymized);
access may be allowed for monitoring, auditing, review or regulatory inspections.

Limits to Confidentiality:
The duty of confidentiality is not absolute. Personal information may be disclosed without the consent of the participant or parents in some exceptional
circumstances, such as child abuse or neglect or communicable and sexually transmitted disease (when notification is required by law).
Moreover, absolute confidentiality may be difficult to ensure in some very special circumstances (e.g. children suffering from a very rare condition or disease).
In this case, even if researchers comply with all the safeguard measures, the disclosure of confidential information of the child may still occur, and the child
may be identifiable just by virtue of the rarity of the condition. Therefore, researchers should inform the participant and/or parents about this possibility
during the informed consent process.
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Disclosure to Third Parties:
•
•

•
•
•
•
•
•

researchers and members of the research team should never disclose personal information about a participant to a third party unless the competent child or
the incompetent child’s parents consented to such disclosure in writing. If feasible, the assent of the incompetent child should be obtained;
in exceptional circumstances, and subject to the applicable law, researchers may have an obligation to disclose genetic information to the child’s family,
despite opposition of the incompetent child or the refusal of the competent child or, if incompetent, of the parents. Three conditions should be met before
considering the possibility of disclosure in such circumstances:
1) non-disclosure could lead to serious and foreseeable harm for members of the biological family;
2) members of the biological family are identifiable; and
3) the risk of harm could be avoided by prevention or treatment. In this evaluation, the risk of harm resulting from disclosure should not be greater than the
risk of harm to family members from non-disclosure;
where there is no legal obligation to disclose, the decision to disclose or not is one of professional ethical judgment;
the competent child or, if incompetent, the parents should be informed of the consequences that could result from the disclosure of genetic information. The
incompetent child should also be informed, if feasible.
if non-consensual disclosure is necessary, collaboration with the treating physician is recommended to encourage discussion with the child and parents about
the family follow-up and the consequences of refusing to communicate the information in question;
other than in the exceptions foreseen by law, no genetic information can be transmitted to insurers, employers, educational institutions, or other public
institutions, without the consent of the competent child or, if incompetent, the parents. If feasible, the assent of the incompetent child should be obtained;
in cases where non-paternity is discovered during research, unless it can be shown to be in the immediate and best interest of the health of the child, it
should not be disclosed;
unless participants consent to the publication of identifiable data and there is a reason to do so. researchers should only publish non-identifying and/or
aggregated data.

Organizational Safeguards:
•
•
•
•
•
•

•
•

There should be ongoing commitment to privacy and continued emphasis of its importance by all involved in the research and the institution/organizational
management.
All involved in the research project should be subject to a pledge of confidentiality.
Access to personal information should be strictly limited in terms of numbers of persons, for legitimate purposes, and strictly on a realistic need-to-know basis.
Data-sharing agreements between the researcher/institution and all involved should be signed prior to providing any access to data.
Consequences for breach of confidentiality, including dismissal and/or loss of institutional privileges, should be clearly stipulated.
Institutions and organizations housing research projects and archived data should, with ongoing commitment of adequate resources:
develop, monitor and enforce privacy and security policies and procedures;
appoint privacy officers and create data stewardship committees as needed; and
implement internal and external privacy reviews and audits.
Access to the information should be limited to authorized researchers and to those responsible for the operation and maintenance of the information;
Access should be limited to the information needed to conduct the proposed research efficiently.

Technological Measures:
•
•
•
•
•
•
•
•
•
•
•

Encryption, scrambling of data and other methods of reducing the identifiability of data should be used to eliminate unique profiles of potentially identifying
information.
Direct identifiers should be removed or destroyed at the earliest possible opportunity.
If direct identifiers must be retained, they should be isolated on a separate dedicated server/network without external access.
Camouflage sampling […] or other techniques should be used, when appropriate, to prevent researchers from viewing health-related information of eligible
individuals prior to gaining their consent.
Authentication measures (such as computer password protection, unique log-on identification, etc.) should be implemented to ensure only authorized personnel
can access data.
Special protection for remote electronic access to data should be installed.
Virus-checking programs and disaster recovery safeguards such as regular back-ups should be implemented.
Where possible, a detailed audit trail monitoring system should be instituted to document the person, time, and nature of data access, with flags for aberrant
use and “abort” algorithms to end questionable or inappropriate access.
Unique identifiers should be assigned to each participant (e.g. coded);
The principal researcher should be the person in charge of maintaining the link between the code and the information collected;
Standard Operating Procedures (SOPs) should be implemented.

Physical Measures:
•
•
•
•
•

Computers and files that hold personal information should be housed in secure settings in rooms protected by such methods as combination lock doors or smart
card door entry, with paper files stored in locked storage cabinets.
The number of locations in which personal information is stored should be minimized.
Architectural space should be designed to preclude public access to areas where sensitive data are held.
Routine surveillance should be conducted.
Physical security measures should be in place to protect data from hazards such as floods or fire.
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United Nations

Convention on the Rights of the Child

Article 12:
1. States Parties shall assure to the child who is capable of forming his or her own views the right to express those views freely in all matters affecting the child, the
views of the child being given due weight in accordance with the age and maturity of the child. ...
Article 13:
1. The child shall have the right to freedom of expression; this right shall include freedom to seek, receive and impart information and ideas of all kinds, regardless of
frontiers, either orally, in writing or in print, in the form of art, or through any other media of the child's choice.
2. The exercise of this right may be subject to certain restrictions, but these shall only be such as are provided by law and are necessary:
(a) For respect of the rights or reputations of others; or
(b) For the protection of national security or of public order (ordre public), or of public health or morals.
Article 16:
1. No child shall be subjected to arbitrary or unlawful interference with his or her privacy, family, or correspondence, nor to unlawful attacks on his or her honour and
reputation.
2. The child has the right to the protection of the law against such interference or attacks.

United Nations Educational, Scientific and Cultural
Organization

Article 5
(a) Research, treatment or diagnosis affecting an individual’s genome shall be undertaken only after rigorous and prior assessment of the potential risks and benefits
pertaining thereto and in accordance with any other requirement of national law.

Universal Declaration on the Hum an Genom e and Hum an
Rights

(b) In all cases, the prior, free and informed consent of the person concerned shall be obtained. If the latter is not in a position to consent, consent or authorization shall
be obtained in the manner prescribed by law, guided by the person’s best interest.
(c) The right of each individual to decide whether or not to be informed of the results of genetic examination and the resulting consequences should be respected.
(d) In the case of research, protocols shall, in addition, be submitted for prior review in accordance with relevant national and international research standards or
guidelines.
(e) If according to the law a person does not have the capacity to consent, research affecting his or her genome may only be carried out for his or her direct health
benefit, subject to the authorization and the protective conditions prescribed by law. Research which does not have an expected direct health benefit may only be
undertaken by way of exception, with the utmost restraint, exposing the person only to a minimal risk and minimal burden and if the research is intended to contribute
to the health benefit of other persons in the same age category or with the same genetic condition, subject to the conditions prescribed by law, and provided such
research is compatible with the protection of the individual’s human rights.
Article 7
Genetic data associated with an identifiable person and stored or processed for the purposes of research or any other purpose must be held confidential in the conditions
set by law.
Article 9
In order to protect human rights and fundamental freedoms, limitations to the principles of consent and confidentiality may only be prescribed by law, for compelling
reasons within the bounds of public international law and the international law of human rights.

United Nations Educational, Scientific and Cultural
Organization

I nternational Declaration on Hum an Genetic Data

Article 6 – Procedures
(a) It is ethically imperative that human genetic data and human proteomic data be collected, processed, used and stored on the basis of transparent and ethically
acceptable procedures. States should endeavour to involve society at large in the decision-making process concerning broad policies for the collection, processing, use
and storage of human genetic data and human proteomic data and the evaluation of their management, in particular in the case of population-based genetic studies.
This decision-making process, which may benefit from international experience, should ensure the free expression of various viewpoints.
(b) Independent, multidisciplinary and pluralist ethics committees should be promoted and established at national, regional, local or institutional levels, in accordance
with the provisions of Article 16 of the Universal Declaration on the Human Genome and Human Rights. Where appropriate, ethics committees at national level should be
consulted with regard to the establishment of standards, regulations and guidelines for the collection, processing, use and storage of human genetic data, human
proteomic data and biological samples. They should also be consulted concerning matters where there is no domestic law. Ethics committees at institutional or local
levels should be consulted with regard to their application to specific research projects.
(c) When the collection, processing, use and storage of human genetic data, human proteomic data or biological samples are carried out in two or more States, the
ethics committees in the States concerned, where appropriate, should be consulted and the review of these questions at the appropriate level should be based on the
principles set out in this Declaration and on the ethical and legal standards adopted by the States concerned.
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(d) It is ethically imperative that clear, balanced, adequate and appropriate information shall be provided to the person whose prior, free, informed and express consent
is sought. Such information shall, alongside with providing other necessary details, specify the purpose for which human genetic data and human proteomic data are
being derived from biological samples, and are used and stored. This information should indicate, if necessary, risks and consequences. This information should also
indicate that the person concerned can withdraw his or her consent, without coercion, and this should entail neither a disadvantage nor a penalty for the person
concerned.
Article 9 – Withdrawal of consent
(a) When human genetic data, human proteomic data or biological samples are collected for medical and scientific research purposes, consent may be withdrawn by the
person concerned unless such data are irretrievably unlinked to an identifiable person. In accordance with the provisions of Article 6(d), withdrawal of consent should
entail neither a disadvantage nor a penalty for the person concerned.
(b) When a person withdraws consent, the person’s genetic data, proteomic data and biological samples should no longer be used unless they are irretrievably unlinked
to the person concerned.
(c) If not irretrievably unlinked, the data and biological samples should be dealt with in accordance with the wishes of the person. If the person’s wishes cannot be
determined or are not feasible or are unsafe, the data and biological samples should either be irretrievably unlinked or destroyed.
Article 14 – Privacy and confidentiality
(a) States should endeavour to protect the privacy of individuals and the confidentiality of human genetic data linked to an identifiable person, family or, where
appropriate, group, in accordance with domestic law consistent with the international law of human rights.
(b) Human genetic data, human proteomic data and biological samples linked to an identifiable person should not be disclosed or made accessible to third parties, in
particular, employers, insurance companies, educational institutions and the family, except for an important public interest reason in cases restrictively provided for by
domestic law consistent with the international law of human rights or where the prior, free, informed and express consent of the person concerned has been obtained
provided that such consent is in accordance with domestic law and the international law of human rights. The privacy of an individual participating in a study using
human genetic data, human proteomic data or biological samples should be protected and the data should be treated as confidential.
(c) Human genetic data, human proteomic data and biological samples collected for the purposes of scientific research should not normally be linked to an identifiable
person. Even when such data or biological samples are unlinked to an identifiable person, the necessary precautions should be taken to ensure the security of the data
or biological samples.
(d) Human genetic data, human proteomic data and biological samples collected for medical and scientific research purposes can remain linked to an identifiable person,
only if necessary to carry out the research and provided that the privacy of the individual and the confidentiality of the data or biological samples concerned are
protected in accordance with domestic law.
(e) Human genetic data and human proteomic data should not be kept in a form which allows the data subject to be identified for any longer than is necessary for
achieving the purposes for which they were collected or subsequently processed.
United Nations Educational, Scientific and Cultural
Organization

Universal Declaration on Bioethics and Hum an Rights

Article 5 – Autonomy and individual responsibility
The autonomy of persons to make decisions, while taking responsibility for those decisions and respecting the autonomy of others, is to be respected. For persons who
are not capable of exercising autonomy, special measures are to be taken to protect their rights and interests.
Article 7 – Persons without the capacity to consent
In accordance with domestic law, special protection is to be given to persons who do not have the capacity to consent:
(a) authorization for research and medical practice should be obtained in accordance with the best interest of the person concerned and in accordance with domestic
law. However, the person concerned should be involved to the greatest extent possible in the decision-making process of consent, as well as that of withdrawing
consent;
(b) research should only be carried out for his or her direct health benefit, subject to the authorization and the protective conditions prescribed by law, and if there is no
research alternative of comparable effectiveness with research participants able to consent. Research which does not have potential direct health benefit should only be
undertaken by way of exception, with the utmost restraint, exposing the person only to a minimal risk and minimal burden and, if the research is expected to contribute
to the health benefit of other persons in the same category, subject to the conditions prescribed by law and compatible with the protection of the individual’s human
rights. Refusal of such persons to take part in research should be respected.
Article 9 – Privacy and confidentiality
The privacy of the persons concerned and the confidentiality of their personal information should be respected. To the greatest extent possible, such information should
not be used or disclosed for purposes other than those for which it was collected or consented to, consistent with international law, in particular international human
rights law.
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Council for International Organizations of Medical Sciences

I nternational Ethical Guidelines for Biom edical Research
I nvolving Hum an Subjects

Guideline 14: Research involving children
Before undertaking research involving children, the investigator must ensure that:
• the research might not equally well be carried out with adults;
• the purpose of the research is to obtain knowledge relevant to the health needs of children;
• a parent or legal representative of each child has given permission;
• the agreement (assent) of each child has been obtained to the extent of the child‘s capabilities; and,
• a child’s refusal to participate or continue in the research will be respected.
[….]
Permission of a parent or guardian. The investigator must obtain the permission of a parent or guardian in accordance with local laws or established procedures. It may
be assumed that children over the age of 12 or 13 years are usually capable of understanding what is necessary to give adequately informed consent, but their consent
(assent) should normally be complemented by the permission of a parent or guardian, even when local law does not require such permission. Even when the law
requires parental permission, however, the assent of the child must be obtained.
Observation of research by a parent or guardian. A parent or guardian who gives permission for a child to participate in research should be given the opportunity, to a
reasonable extent, to observe the research as it proceeds, so as to be able to withdraw the child if the parent or guardian decides it is in the child's best interests to do
so.

Council for International Organizations of Medical Sciences

I nternational Ethical Guidelines for Epidem iological Studies

Guideline 14: Research involving children
Before undertaking research involving children, the investigator must ensure that:
– the research might not equally well be carried out with adults;
– the purpose of the research is to obtain knowledge relevant to the health needs of children;
– a parent or legal representative of each child has given permission;
– the agreement (assent) of each child has been obtained to the extent of the child's capabilities; and
-- a child's refusal to participate or continue in the research will be respected.
Guideline 18: Safeguarding confidentiality
A healthcare provider should not submit any identifiable data about a patient to an investigator or to a database unless the patient permits such submission of data or it
is authorized or mandated by law. The custodian of a database, and an investigator who receives data for research, must establish secure safeguards for the
confidentiality of the data. Subjects should be told the limits, legal or other, to the investigators' ability to safeguard confidentiality and the possible consequences of
breaches of confidentiality.

Organisation for Economic Co-Operation and Development

Best Practice 4.8 The operators of HBGRDs involving participants who are minors or with impaired decision-making capacity should have a clearly articulated policy on
what steps will be taken, in accordance with applicable law and ethical principles, once such participants become legally competent to consent.

Guidelines for Hum an Biobanks and Genetic Research
Databases

Best Practice 4.9 The operators of the HBGRD should have a clearly articulated policy on feedback and the nature of the feedback, if any, that will be provided to
participants.
Best Practice 5.2 The operators of the HBGRD should have in place protocols and processes to protect participants’ personal and medical information, including, but
not limited to genetic information.
Annotation 30. Research involving vulnerable populations brings to light the need for additional considerations on the part of the operators of HBGRDs and
researchers. Examples of vulnerable populations can include minors, individuals with impaired decision-making capacity, military personnel and the elderly. For
vulnerable populations, additional considerations should include the well-being of such participants, the type of information that should be communicated to them, and
the approach for communicating with these groups. The involvement of vulnerable populations or groups in an HBGRD should be subject to protective conditions in
accordance with applicable law and ethical principles.
Annotation 31. For minors, especially for very young children, it is common that a substitute decision-maker, usually the parents, make the decision for the minor’s
participation in the research. The conditions that govern the participation of the minor in research are subject to applicable law and ethical principles and will vary from
jurisdiction to jurisdiction. However, in light of the minor’s age and autonomy, the HBGRD could consider ways in which the minor can play a more active role. For
example, in some jurisdictions, depending on their age, a minor may be able to provide their assent for participating in research.
Annotation 32. Where substitute consent has been obtained for a participant lacking capacity (e.g. a minor or individual with impaired decision-making capacity),
consideration will need to be given to what will occur once the participant gains or re-gains capacity to consent. In accordance with applicable law and ethical principles,
consent may need to be obtained from the participant to continue in the research or to collect further data or human biological materials from them or their withdrawal
of consent. For example, particular consideration may be needed in situations where a minor has been recruited as part of family studies.

World Medical Association

17. Medical research involving a disadvantaged or vulnerable population or community is only justified if the research is responsive to the health needs and priorities of
this population or community and if there is a reasonable likelihood that this population or community stands to benefit from the results of the research.

Declaration of Helsinki: Ethical P rinciples for M edical
Research I nvolving Hum an Subjects

23. Every precaution must be taken to protect the privacy of research subjects and the confidentiality of their personal information and to minimize the impact of the
study on their physical, mental and social integrity.
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27. For a potential research subject who is incompetent, the physician must seek informed consent from the legally authorized representative. These individuals must
not be included in a research study that has no likelihood of benefit for them unless it is intended to promote the health of the population represented by the potential
subject, the research cannot instead be performed with competent persons, and the research entails only minimal risk and minimal burden.
28. When a potential research subject who is deemed incompetent is able to give assent to decisions about participation in research, the physician must seek that
assent in addition to the consent of the legally authorized representative. The potential subject's dissent should be respected.
World Medical Association

Declaration on Ethical Considerations Regarding Health
Databases

Patients' consent
1. Patients should be informed if their health information is to be stored on a database and of the purposes for which their information may be used.
2. Patients' consent is needed if the inclusion of their information on a database involves disclosure to a third party or would permit access by people other than those
involved in the patients' care, unless there are exceptional circumstances as described in paragraph 11.
3. Under certain conditions, personal health information may be included on a database without consent, for example where this conforms with applicable national law
that conforms to the requirements of this statement, or where ethical approval has been given by a specially appointed ethical review committee. In these exceptional
cases, patients should be informed about the potential uses of their information, even if they have no right to object.
4. If patients object to their information being passed to others, their objections must be respected unless exceptional circumstances apply, for example where this is
required by applicable national law that conforms to the requirements of this statement or necessary to prevent a risk of death or serious harm.
5. Authorization from the guardian of the health database is needed before information held on databases may be accessed by third parties. Procedures for granting
authorization must comply with recognised codes of confidentiality.
6. Approval from a specially appointed ethical review committee must be obtained for all research using patient data, including for new research not envisaged at the
time the data were collected. An important consideration for the committee in such cases will be whether patients should be contacted to obtain consent, or whether it is
acceptable to use the information for the new purpose without returning to the patient for further consent. The committee's decisions must be in accordance with
applicable national law and conform to the requirements of this statement.
7. Data accessed must be used only for the purposes for which authorization has been given.
8. People who collect, use, disclose or access health information must be subject to an enforceable duty to keep the information secure.
De-identified data
1. Wherever possible, data for secondary purposes should be de-identified. If this is not possible, however, the use of data where the patient's identity is protected by an
alias or code should be used in preference to readily identifiable data.
2. The use of de-identified data does not usually raise issues of confidentiality. Data about people as individuals, in which they retain a legitimate interest, for example a
case history or photograph, require protection.

World Health Organization

Genetic Databases: Assessing the benefits and the im pact on
hum an and patient rights

Recommendation 11: Research using samples or genetic information taken from vulnerable subjects, such as incapacitated adults or children, must be carried out in
full conformity with internationally agreed principles and guidelines. Research must be shown to hold the reasonable prospect of benefiting the class of persons to which
the particular subject belongs, either in the immediate or the foreseeable future.
Recommendation 12: The taking of samples or generation of genetic information for research purposes must respect the child’s confidentiality and must only be
undertaken with the explicit approval of a competent research ethics committee. It is acknowledged that some research will require the linking of clinical and genetic
data in order to proceed and that the main beneficiaries of this research may be future children rather than the child who provides the sample. In such cases data
should be coded to prevent identifiable links being made with access to the key to the code being restricted and subject to separate permission on each occasion. Such
permission would only normally be granted in the event of a direct clinical benefit to the child. Where a child is able to consent or refuse to participate this must be
respected.
Recommendation 15: The gathering and storage of genetic samples and information must be subject to rigorous privacy protection measures and in conformity with
international and national data protection laws. These privacy measures must be transparent and subject to ethical approval by a suitable body.

Human Genome Organization

Statement on DN A Sam pling: Control and Access

Research samples obtained with consent and stored may be used for other research if; there is general notification of such a policy, the participant has not yet objected,
and the sample to be used by the researcher has been coded or anonymized. For the use of research samples obtained before notification of a policy, these samples
may be used for other research if the sample has been coded or anonymized prior to use.
Security mechanisms must be put into place to ensure the respect of the choices made and of the desired level of confidentiality.
Special considerations should be made for access by immediate relatives. Where there is a high risk of having or transmitting a serious disorder and prevention or
treatment is available, immediate relatives should have access to stored DNA for the purpose of learning their own status. These exceptional circumstances should be
made generally known at both the institutional level and in the research relationship.
In the absence of need for access by immediate relatives, stored samples may be destroyed at the specific request of the person. Such destruction is not possible for
samples already provided to other researchers or if already entered into a research protocol or used for diagnostic purposes. By their very nature, anonymized samples
cannot be withdrawn or destroyed.
Unless authorized by law, there should be no disclosure to institutional third parties of participation in research, nor of research results identifying individuals or families.
Like other medical information, there should be no disclosure of genetic information without appropriate consent.
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European Union

Directive 2001/ 20/ EC relating to the implem entation of good
clinical practice in the conduct of clinical trials on medicinal
products for hum an use

European Union

Com m ission Directive 2005/ 28/ EC
laying dow n principles and detailed guidelines for good
clinical practice as regards investigational
m edicinal products for hum an use, as w ell as the
requirem ents for authorisation of the
m anufacturing or im portation of such products
European Medicines Agency

Ethical Considerations for Clinical Trials P erformed in
Children

Article 4: In addition to any other relevant restriction, a clinical trial on minors may be undertaken only if:
(a) the informed consent of the parents or legal representative has been obtained; consent must represent the minor's presumed will and may be revoked at any time,
without detriment to the minor;
(b) the minor has received information according to its capacity of understanding, from staff with experience with minors, regarding the trial, the risks and the benefits;
(c) the explicit wish of a minor who is capable of forming an opinion and assessing this information to refuse participation or to be withdrawn from the clinical trial at any
time is considered by the investigator or where appropriate the principal investigator;
(d) no incentives or financial inducements are given except compensation;
(e) some direct benefit for the group of patients is obtained from the clinical trial and only where such research is essential to validate data obtained in clinical trials on
persons able to give informed consent or by other research methods; additionally, such research should either relate
directly to a clinical condition from which the minor concerned suffers or be of such a nature that it can only be carried out on minors;
(f) the corresponding scientific guidelines of the Agency have been followed;
(g) clinical trials have been designed to minimise pain, discomfort, fear and any other foreseeable risk in relation to the disease and developmental stage; both the risk
threshold and the degree of distress have to be specially defined and constantly monitored;
(h) the Ethics Committee, with paediatric expertise or after taking advice in clinical, ethical and psychosocial problems in the field of paediatrics, has endorsed the
protocol; and
(i) the interests of the patient always prevail over those of science and society.
Article 2:
1. The rights, safety and well being of the trial subjects shall prevail over the interests of science and society.
2. Each individual involved in conducting a trial shall be qualified by education, training, and experience to perform his tasks.
3. Clinical trials shall be scientifically sound and guided by ethical principles in all their aspects.
4. The necessary procedures to secure the quality of every aspect of the trials shall be complied with.
Article 5:
All clinical trial information shall be recorded, handled, and stored in such a way that it can be accurately reported, interpreted and verified, while the confidentiality of
records of the trial subjects remains protected.
18. Individual Data Protection
The specificity of data protection in children relates to future (unknown) use of data obtained in children. Biobank samples retention and the need for consenting to such
use should be discussed in the protocol. The trial documents should be archived for a duration that takes into consideration the potential need for long-term review of
trials performed in children (long-term safety).
Children are less likely to challenge records about themselves. Therefore there is additional duty from researchers to protect confidentiality and access to data.
Protocols should specify the level of protection of educational records when studies are performed in schools (access, amendments and disclosure), and the information
given to parents or legal representative. This is particularly important when trials include adolescents and address issues of sexuality, illicit drug use or violence.
Where personal information on a child is collected, stored, accessed, used, or disposed of, a researcher should ensure that the privacy, confidentiality and cultural
sensitivities of the subject and/or the collectivity are respected.

Council of Europe

Convention for the Protection of Hum an Rights and Dignity of
the Hum an Being w ith Regard To the Application of Biology
and M edicine: Convention on Hum an Rights and Biom edicine

Article 6 – Protection of persons not able to consent
1. Subject to Articles 17 and 20 below, an intervention may only be carried out on a person who does not have the capacity to consent, for his or her direct benefit.
2. Where, according to law, a minor does not have the capacity to consent to an intervention, the intervention may only be carried out with the authorisation of his or
her representative or an authority or a person or body provided for by law.
...
5. The authorisation referred to in paragraphs 2...above may be withdrawn at any time in the best interests of the person concerned.
Article 10 – Private life and right to information
1. Everyone has the right to respect for private life in relation to information about his or her health.
2. Everyone is entitled to know any information collected about his or her health. However, the wishes of individuals not to be so informed shall be observed.
3, In exceptional cases, restrictions may be placed by law on the exercise of the rights contained in paragraph 2 in the interests of the patient.
Article 16 – Protection of persons undergoing research
Research on a person may only be undertaken if all the following conditions are met:
i. there is no alternative of comparable effectiveness to research on humans;
ii. the risks which may be incurred by that person are not disproportionate to the potential benefits of the research;
iii. the research project has been approved by the competent body after independent examination of its scientific merit, including assessment of the importance of the
aim of the research, and multidisciplinary review of its ethical acceptability;
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iv. the persons undergoing research have been informed of their rights and the safeguards prescribed by law for their protection;
v. the necessary consent as provided for under Article 5 has been given expressly, specifically and is documented. Such consent may be freely withdrawn at any time.
Article 17 – Protection of persons not able to consent to research
1. Research on a person without the capacity to consent as stipulated in Article 5 may be undertaken only if all the following conditions are met:
i. the conditions laid down in Article 16, sub-paragraphs i to iv, are fulfilled;
the results of the research have the potential to produce real and direct benefit to his or her health;
ii. research of comparable effectiveness cannot be carried out on individuals capable of giving consent;
iii. the necessary authorisation provided for under Article 6 has been given specifically and in writing; and
iv. the person concerned does not object.
2. Exceptionally and under the protective conditions prescribed by law, where the research has not the potential to produce results of direct benefit to the health of the
person concerned, such research may be authorised subject to the conditions laid down in paragraph 1, sub-paragraphs i, iii, iv and v above, and to the following
additional conditions:
i. the research has the aim of contributing, through significant improvement in the scientific understanding of the individual's condition, disease or disorder, to
the ultimate attainment of results capable of conferring benefit to the person concerned or to other persons in the same age category or afflicted with the
same disease or disorder or having the same condition;
ii. the research entails only minimal risk and minimal burden for the individual concerned.
Council of Europe

Recom m endation Rec(2006)4 of the Com m ittee of M inisters
To M em ber States on Research on Biological M aterials of
Hum an Origin

Article 14 – Principles applicable to all collections of biological materials
1. The person and/or institution responsible for the collection should be designated.
2. The purpose(s) of a collection should be specified. The principles of transparency and accountability should govern its management, including access to and use and
transfer of its biological materials and disclosure of information.
3. Each sample of biological material in the collection should be appropriately documented, including information on any relevant consent or authorisation.
4. Clear conditions governing access to, and use of, the samples should be established.
5. Quality assurance measures should be in place, including conditions to ensure security and confidentiality during storage and handling of the biological materials.
Article 15 – Right to change the scope of, or to withdraw, consent or authorisation
1. When a person has provided consent to storage of identifiable biological materials for research purposes, the person should retain the right to withdraw or alter the
scope of that consent. The withdrawal or alteration of consent should not lead to any form of discrimination against the person concerned, in particular regarding the
right to medical care.
When identifiable biological materials are stored for research purposes only, the person who has withdrawn consent should have the right to have, in the manner
foreseen by national law, the materials either destroyed or rendered unlinked anonymised.
2. Where authorisation has been given on behalf of a person not able to consent, the representative, authority, person or body provided for by law should have the
rights referred to in paragraph 1 above.
3. Where a person on whose behalf authorisation has been given attains the capacity to give consent, that person should have the rights referred to in paragraph 1
above.
Article 16 – Transborder flows
Biological materials and associated personal data should only be transferred to another state if that state ensures an adequate level of protection.
Article 19 – Oversight of population biobanks
1. Each population biobank should be subject to independent oversight, in particular to safeguard the interests and rights of the persons concerned in the context of the
activities of the biobank.
2. Regular audits should be conducted of the implementation of procedures on access to, and use of, samples.
3. Procedures should be developed for the transfer and for the closure of a population biobank.
4. Population biobanks should publish reports on their past and planned activities at least annually, or more frequently if appropriate.
Article 20 – Access to population biobanks
1. Member states should take appropriate measures to facilitate access by researchers to biological materials and associated data stored in population biobanks.
2. Such access should be subject to the conditions laid down in this recommendation; it may also be subject to other appropriate conditions.
Article 22 – Identifiable biological materials
1.i. If the proposed use of identifiable biological materials in a research project is not within the scope of prior consent, if any, given by the person concerned,
reasonable efforts should be made to contact the person in order to obtain consent to the proposed use.
ii. If contacting the person concerned is not possible with reasonable efforts, these biological materials should only be used in the research project subject to
independent evaluation of the fulfilment of the following conditions:
a. the research addresses an important scientific interest;
b. the aims of the research could not reasonably be achieved using biological materials for which consent can be obtained; and
c. there is no evidence that the person concerned has expressly opposed such research use.
2. The person concerned may freely refuse consent for the use in a research project of his or her identifiable biological materials, or withdraw consent, at any time.
Refusal to give consent or the withdrawal of consent should not lead to any form of discrimination against the person concerned, in particular regarding the right to
medical care.
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Article 23 – Unlinked anonymised biological materials
1. Unlinked anonymised biological materials may be used in research provided that such use does not violate any restrictions placed by the person concerned prior to the
anonymisation of the materials.
2. Anonymisation should be verified by an appropriate review procedure.
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